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What is 
Operational 
Technology (OT) 
Cybersecurity?
Operational technology (OT) cybersecurity references the software, hardware, practices, personnel, and services 
deployed to protect operational technology infrastructure, people, and data. As data collection and analysis become 
more important, and as IT and OT converge to enable “big data” initiatives, it has become necessary to reassess 
cybersecurity best practices for protecting OT.
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OT History and Definitions
The need for industrial controls arose with the first Industrial Revolution of the 1700s. Converting steam into usable 
energy was difficult and dangerous; it took decades to perfect a governor that could control the speed of steam engine 
output to truly tame this new power source. Each subsequent industrial revolution (we are currently into the fourth) has 
driven, or was driven by, further developments in controls on physical systems.

 
The Last Modern Era: Third Industrial Revolution
A major advance in industrial controls was the ability to automate multiple steps in a manufacturing process. To 
enable this type of operation, engineers developed electrically operated on/off switches, called relays, which could be 
combined to perform logical operations. This type of control logic appeared on manufacturing lines as early as 1900.

Relays work great, but to modify the logic you had to rip out the hardware stack and re-wire it with a new relay 
configuration. Even if you only had to do this once a year, say when moving to a new product model on a production line, 
it was costly and time-consuming.

Programmable Logic Controllers
The programmable logic controller (PLC), first 
designed in 1971, was created as a replacement 
for traditional relay stacks. PLCs applied electronics 
to production automation for the first time, thereby 
launching the third Industrial Revolution. The 
invention of the PLC made creating and modifying 
control logic much easier, and it quickly became 
the foundation for simple but powerful control loop 
systems, which consist of a sensor, controller (e.g., 
PLC), and actuator.

Control Systems
From these simple process loops, very complex 
behavior can be modeled and controlled with nested 
and/or cascading architectures. Logic can be built to 
control continuous manufacturing processes, such 
as those found in a refinery or chemical plant, and 
batch manufacturing processes, such as is found on 
an assembly line. Control systems also found their way 
into distributed applications such as electrical power 
grids, railways, and pipelines.

https://www.missionsecure.com
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Industrial Control Systems (ICS) and Operational Technology (OT)
All of the technologies we have discussed have historically been rolled up under the heading of industrial control 
systems (ICS). However, the use of the term operational technology (OT), in contradistinction to IT, has become 
popular in recent years. The analyst firm Gartner defines OT as:

Supervisory Control and Data 
Acquisition (SCADA) Systems
Often in distribution system applications, 
data acquisition is as important as control. 
Historically, Supervisory Control and Data 
Acquisition (SCADA) systems have been used 
to integrate data acquisition systems (sensors) 
with data transmission systems and data 
presentation solutions that support Human-
Machine Interface (HMI) software, creating 
centralized visibility into an entire system, such 
as an electric grid.

Distributed Control Systems (DCS) 

Distributed Control Systems (DCS) provide a 
similar set of functionalities as SCADA but on 
the scale of a factory, and typically with less 
complexity, or at least diversity, in networking 
and communications channels.

Hardware and software that detects or causes a change through the direct monitoring 

and/or control of physical devices, processes and events in asset-centric enterprises, 

particularly in production and operations.”

This definition makes it clear that the distinction between OT and ICS is not so much in the core functionality of OT 
but more in the recognition of an evolving definition of “asset-centric” enterprises, with OT now finding application far 
beyond the traditional “industrial” industries where ICS has found a home for the last 50 years.

https://www.missionsecure.com
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Internet of Things (IoT) and Industrial 
Internet of Things (IIoT)
Another relatively new term, and one that overlaps 
considerably with OT, is the Internet of Things (IoT). Like 
OT, IoT utilizes devices such as actuators and sensors. But 
IoT architectures are fairly streamlined compared with OT. 
Typically, an IoT system would consist of endpoint devices 
connected to an edge gateway, which in turn would 
connect to cloud services. IoT technologies are often 
deployed in commercial or even consumer environments, 
but when applied to industrial applications, they are 
referred to as the Industrial Internet of Things (IIoT).

Examples of IoT devices include:

 Electricity/Gas/Water Smart Meters

 Smart Home

 Building Automation

 Vehicle Head Unit

 Security & Fire Alarms

 Inventory Management

 CCTV

 Healthcare Monitoring

 Assisted Living Monitoring

IoT leverages several new technologies that have 
significantly reduced the difficulty and cost of deploying 
monitoring and control systems, particularly in highly 
geographically distributed environments. These 
technologies include real-time analytics, commodity 
sensors, sophisticated embedded systems, cloud storage 
and computing, and 5G networks. The sophistication of 
analytics, the ubiquity of bandwidth—wired and wireless—
and the low price of data storage and compact multi-
purpose sensors have all converged to make it much 
cheaper and easier to collect, analyze and act, on massive 
amounts of data about the world around us.

https://www.missionsecure.com
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The Fourth Industrial Revolution
All of these technologies and trends are driving a fourth Industrial Revolution, which is often referred to as Industry 4.0. 
The European Union (EU) has been particularly active in investments to enable this advance. The EU views Industry 4.0 
as a true “paradigm shift” that will drive sustained competitive advantage.

These technology trends are converging on OT and driving a rethinking of strategies. In fact, a November 2019 Gartner 
survey of OT operators found that 59% believed IoT adoption is likely to augment or replace most or all of their OT 
monitoring and control systems within 36 months. In light of this, an overview of the current vendor landscape for IoT 
products and services is warranted.

Cyber-Physical Systems (CPS)
Another term that is worth remembering is Cyber-Physical System (CPS). Gartner defines CPS as a collection of 
systems that interact with the physical world through cyber environments. The term is intended to encompass a broader 
set of applications than traditional OT. Examples include autonomous automobile systems, automatic pilot avionics, and 
smart grids. Again, all of these terms overlap to some degree and their distinctions in practice can often be found in how 
they are architected or to whom they are being sold.

Figure 1: The relationship between CPS, OT, IoT, and IIoT

https://www.missionsecure.com
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Global Goldrush into IoT 
Every major technology company in the world is either a consumer of IoT, a provider of IoT, or both. Because most of 
these products and services are being sold well beyond the traditional “industrial” customer base, they are typically 
marketed as IoT solutions rather than IIoT solutions.

All of the major cloud and edge computing providers have introduced solutions specifically tailored to IoT. These include 
Amazon Web Services (AWS), Google, Microsoft, and IBM.

 AWS IoT

 Google Cloud IoT

 IBM Watson IoT Platform

 Microsoft Azure IoT Hub

There are currently hundreds of vendors providing some type of IoT product or service. Many are providing 
traditional middleware functionality to connect sensors to analysis and control applications. (This includes the 
cloud providers listed above.)

This middleware communicates down through an IoT gateway to manage IoT devices. Typical functionality 
supported within the platform includes data collection, device management, configuration management, 
messaging, and software management. These middleware platforms also push device data up to reporting, 
visualization, analytics, and alerting applications. 

Some additional IoT platforms to be aware of include:

 Alibaba Cloud IoT

 AT&T M2X

 Bosch IoT Suite

 Cisco Kinetic

 Deutsche Telekom Cloud of Things (CoT)

 GE Digital Predix Platform

 Huawei OceanConnect

 Oracle IoT Cloud

 SAP Leonardo IoT

 Schneider Electric EcoStruxure

 Siemens MindSphere

 Software AG Cumolocity IoT

 Verizon ThingSpace

Vendors are jumping into the IoT space from the traditional IT equipment space as well as from the carrier infrastructure 
space and include market leaders such as Dell, Ericsson, Fujitsu, Hitachi, HP Enterprise, Intel, Qualcomm, and Samsung.

https://www.missionsecure.com
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Building a 
Business 
Case for OT 
Cybersecurity
The business case today for continuing to modernize OT is the same it has been for more than 200 years: getting things 
done faster, more safely and efficiently, and at a lower cost. The benefits of OT investments cannot be overstated. 
Historically, OT has been one of the great contributors to improving quality of life by enabling the economical and safe 
delivery of clean water, energy, and wastewater treatment, as well as the production of many of life’s manufactured 
staples. It is therefore not surprising that OT functionality is finding a wider audience beyond its traditional industrial 
base. The benefits of monitoring and controlling our physical environment are increasingly attractive to commercial 
enterprises, governments, and even consumers. But the cybersecurity concerns associated with OT have never been 
higher as the ability to isolate OT systems becomes increasingly difficult.
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The Need for OT 
Cybersecurity has  
Grown Significantly
But with these benefits come greater complexity, increased 
risks, and an expanded attack surface. The situation is 
similar to when organizations first embraced IT 30 years 
ago and then quickly realized that a host of cybersecurity 
concerns needed to be understood and addressed.

Traditional OT systems bring with them a long list of 
cybersecurity concerns, including equipment with decades-
long life cycles, an inability to patch systems due to stability 
concerns, and a lack of basic cybersecurity features such 
as user authentication or encryption. In the idealized past, 
where such systems were “air-gapped” to ensure perfect 
isolation from the rest of the world, these concerns were 
assumed to carry acceptable risk. Complete isolation 
has become all but impossible today, however, and to 
mitigate new risks to OT, organizations will need to deploy 
a combination of traditional IT cybersecurity products and 
services with tailored, OT-specific cybersecurity solutions.

Cybersecurity 
Concerns with IT 
and OT Integration
The broad adoption of sophisticated enterprise 
software, particularly big data analytics, has 
prompted organizations to further integrate 
traditional IT systems and traditional OT 
infrastructure. Connecting industrial systems 
to an IT network allows a more detailed 
view of individual equipment and creates a 
comprehensive view of the entire industrial 
ecosystem, simplifying management, and 
operation. This enables constant monitoring of 
the performance and condition of equipment 
and systems, which improves uptime. These 
benefits are compelling and explain the 
explosion of interest in IT/OT integration.

Complete isolation has become 
all but impossible today, however, 
and to mitigate new risks to OT, 
organizations will need to deploy 
a combination of traditional 
IT cybersecurity products and 
services with tailored, OT-specific 
cybersecurity solutions.”

https://www.missionsecure.com
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Business Rationale for OT Cybersecurity
The business case for adopting OT cybersecurity controls should apply the same risk management calculation that
was used to adopt OT. The threat of cyberattack is an important additional component to consider when evaluating
the risk associated with disruption to operations. Although less of a concern for traditional OT users, protecting data
confidentiality is also a consideration. Later in this report, we will drill into the differing historical priorities and goals
of IT cybersecurity and OT cybersecurity practitioners.

The International Society of Automation (ISA) 
Standard Security for Industrial Automation and 
Control Systems (ISA-62443-2-1) provides useful 
guidance for developing a business rationale for OT 
cybersecurity investments.  
 
It recommends a focus on four key areas:

 Possible negative business consequences of  
a cyberattack

 Actual threat environment for your organization

 Estimate of the cost to recover from a cyberattack

 Cost of OT cybersecurity products and services

The negative business consequences of a 
cybersecurity attack are numerous. Business 
consequences to consider include public health 
and safety, business continuity, disaster recovery, 
regulatory compliance, public confidence, and the 
environment. It is easier to assign hard numeric 
costs for some (e.g., outages, equipment damage) 
than others (e.g., damage to reputation, customer 
dissatisfaction), but all costs should be estimated.

The threat environment that an organization faces 
depends on a range of factors, some of which are 
hard to predict or could change rapidly for geopolitical 
or other reasons that are outside the control of the 
organization. It is impossible to protect against all 
potential threats so prioritization of threats is required 
before determining security control needs. 

While some organizations 
have to take the possibility of 
nation-state attacks seriously, 
most should focus more on 
the possibility of attacks by 
disgruntled employees and/or 
ex-employees.”

https://www.missionsecure.com
https://www.isa.org/products/isa-62443-2-1-2009-security-for-industrial-automat
https://www.isa.org/products/isa-62443-2-1-2009-security-for-industrial-automat
https://www.isa.org/products/isa-62443-2-1-2009-security-for-industrial-automat
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While some organizations have to take the possibility of 
nation-state attacks seriously, most should focus more 
on the possibility of attacks by disgruntled employees 
and/or ex-employees. Some organizations have OT 
in production environments that introduce unique 
technical vulnerabilities, which would introduce specific 
threats. Prioritizing threats based on the likelihood of 
exploitation helps to build a case for managers with 
respect to which threats have the largest potential 
impact on the business.

The costs of any potential attacks should also be 
estimated. In making a business case, it will be more 
impactful if actual dollar amounts can be associated 
with each potential attack. Obviously, no decent 
business case would suggest spending more money on 
defending against an attack than the attack would be 
estimated to cost.

Knowing the most likely attack scenarios for a given 
organizational infrastructure provides a solid starting 
point for building a security reference architecture that 
can hopefully protect against such attacks. Knowing 
the potential costs of those attacks helps to build the 
business case for purchasing and deploying the right 
security controls.

https://www.missionsecure.com
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TOPIC SPOTLIGHT

How to Jump-
Start the Cyber 
Insurance Market 
to Drive Better 
OT Security

Experts have been predicting for decades that the insurance industry would eventually help drive better private 
sector cybersecurity practices by pricing premiums based on cybersecurity risk.

The idea is similar to the way insurance carriers encouraged businesses to adopt fire suppression technology and 
consumers to buy automobiles with safety features such as seatbelts and airbags.

Unfortunately, the cybersecurity insurance market is growing more slowly than many would like and is unable to 
adequately provide the market incentives for better security hygiene that some envisioned. An article published 
last year in the IEEE Security & Privacy Journal concluded:

“Cyber insurance appears to be a weak form of governance at present. Insurers writing cyber insurance focus 
more on organizational procedures than technical controls, rarely include basic security procedures in contracts, 
and offer discounts that only offer a marginal incentive to invest in security.”

https://www.missionsecure.com
https://tylermoore.utulsa.edu/govins20.pdf
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TOPIC SPOTLIGHT

How to Jump-Start the Cyber Insurance 
Market to Drive Better OT Security

Critical Infrastructure Security:  
A Warning From Tomorrow

There is a lot to digest in the report, but one of the more interesting themes is the recognition 
that the cyber insurance market is not maturing fast enough to adequately drive better risk 
management decisions in the private sector.

This opinion is shared by many U.S. government policymakers and is highlighted in a more recent report 
produced by the bipartisan Cyberspace Solarium Commission. The commission released a comprehensive report 
on the state of cybersecurity in IT and OT systems in March 2020.

The commission was established by the 2019 National Defense Authorization Act, and its members include 
cyber experts, private sector representatives, members of Congress, and senior government officials. The report, 
titled A Warning from Tomorrow, makes more than 75 recommendations for improving U.S. cybersecurity and 
infrastructure resilience.

The authors are clear in their concern regarding the vulnerability of U.S. critical infrastructure and note that a 
major cyber-attack on that infrastructure would “create chaos and lasting damage exceeding that wreaked by 
fires in California, floods in the Midwest, and hurricanes in the Southeast.”

There is a lot to digest in the report, but one of the more interesting themes is the recognition that the cyber 
insurance market is not maturing fast enough to adequately drive better risk management decisions in the 
private sector. The report notes:

“A robust and functioning market for insurance products can have the same positive effect on the risk 
management behavior of firms as do regulatory interventions. Although the insurance industry plays an 
important role in enabling organizations to transfer a small portion of their cyber risk, it is falling short of 
achieving the public policy objective of driving better practices of risk management in the private sector more 
generally. The reasons for this failure are varied but largely come down to an inability on the part 
of the insurance industry to comprehensively understand and price risk…”

https://www.missionsecure.com
https://www.fdd.org/wp-content/uploads/2020/03/CSC-Final-Report.pdf
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How to Jump-Start the Cyber Insurance 
Market to Drive Better OT Security

The report goes on to state: “For insurance to act as a de facto regulator of organizational behavior, the market 
for insurance must accurately price risk. Premiums and limits on insurance products must also drive firms that 
have bought insurance to invest in improving their cyber risk posture.”

The attractiveness of leveraging insurance carriers to regulate “organizational behavior” is a consequence of 
the fact that they can act economy-wide and take the place of government regulatory mandates that are often 
cumbersome to create, update, and enforce. Unfortunately, according to the report, currently, there is little 
incentive to drive customers to better manage their risk.

“Currently, the estimated worldwide value of cyber insurance 
premiums sits at $7.5 billion. For context, in 2017 property and 
casualty insurance premiums were worth $275.5 billion in the 
United States alone. Because insurers can either assume their 
inherited cyber risk with little threat to their overall solvency or 
pass this risk along to reinsurers in the form of derivatives, they 
have little incentive to push the entities they insure to manage 
that risk.”

So how to fix this market disconnect? The report has several 
concrete recommendations.

Cyber Risk Modeling
The report calls for the creation of a public-private partnership on cyber risk modeling. The partnership would 
bring together insurance companies and cyber risk modeling companies to collaborate, share information, and 
develop more accurate cyber risk models.

This group would be tasked with identifying “areas of common interest so that these entities can benefit from 
one another’s risk modeling efforts, particularly with regard to dependency mapping and the consequences of 
cyber disruptions.”

Insurance Certifications
To address the lack of pricing tools to improve overall cyber risk management practices in the private sector, 
the report recommends that the Department of Homeland Security launch a federally-funded research and 
development center (FFRDC) to shepherd cooperation with state regulators in developing certifications for 
cybersecurity insurance products and to develop training for underwriters and claims adjusters.

https://www.missionsecure.com
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TOPIC SPOTLIGHT

How to Jump-Start the Cyber Insurance 
Market to Drive Better OT Security

In the U.S., individual states often set minimum standards that insurance products must meet in order to 
be offered in their state. These standards are typically legislated as consumer protection laws. The report 
recommends that “working with state insurance regulators and the public-private working group on pricing and 
modeling cyber risk, the FFRDC should develop cybersecurity product certifications based on a common lexicon 
and security standards.”

Underwriters certifications are currently available for numerous areas of coverage, including homeowners, flood, 
life, and health. The report recommends that the FFRDC work with insurers, state regulators, and cybersecurity 
risk management experts to develop training courses for cyber insurance underwriters with the goal of creating a 
cyber insurance underwriter certification. Similarly, it recommends that the FFRDC should lead a similar team to 
develop training and certification models for cyber claims adjusters.

Cyber Reinsurance
The report calls for the exploration of government-backed reinsurance to cover catastrophic cyber events. The 
federal government fills this role currently in some instances through the Treasury Department’s authority to 
designate cyber events that trigger the Terrorism Risk Insurance Act (TRIA) protections.
 
The Further Consolidated Appropriations Act, 202 directed the Government Accountability Office (GAO) to 
assess the current state of insurance for cyber-related incidents. The report supports that study and suggests 
that GAO bring in other agencies of the federal government to inform that activity.

Protecting OT
All OT owners and operators should fully understand 
the degree that they are covered for cyber outages in 

traditional policies and cyber policies. 

Organizations with significant OT footprints should support 
the commission’s recommendations, and furthermore should 
consider actively collaborating on the cyber risk modeling 
initiative. Improving risk modeling should become a core 
component of industry information-sharing activities. Critical 
infrastructure providers are well-positioned to benefit from and 
contribute to a more rapid maturation of the cyber insurance 
markets and should work proactively to achieve this goal.

https://www.missionsecure.com
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What is 
the Purdue 
Enterprise Reference 
Architecture?
The Purdue Enterprise Reference Architecture was created in the mid-1990s and quickly found broad industry 
acceptance as a means to understand the required hierarchical structure of OT systems. It is incorporated into the 
ISA-95 standard, which maps the interconnections and interdependencies of the high-level components of a typical 
industrial control system (ICS).

https://www.isa.org/standards-and-publications/isa-standards/isa-standards-committees/isa95
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Purdue Model Levels
By first providing an overview of the original zones and levels in the model, we can see how some modern IT 
technologies are making it much more difficult to enforce the model’s tenets. The current Purdue architecture 
models OT and IT into six functional levels that run from Level 0 to Level 5 and span three zones.

This is the physical equipment that actually does the work and is 
known as the equipment under control. This consists of valves, 
pumps, sensors, actuators, compressors, etc.
 

LEVEL 0
Physical Process

These are the control devices such as programmable logic 
controllers that monitor and control Level 0 equipment and safety 
instrumented systems.
 

LEVEL 1
Basic Control

Control logic for analyzing and acting on Level 1 data. Systems 
include human-machine interface (HMI); supervisory and data 
acquisition (SCADA) software.
 

LEVEL 2
Area Supervisory

Control

This level includes systems that support plant-wide control and 
monitoring functions. Level 3 systems also aggregate lower level 
data that needs to be pushed up to higher level business systems.
 

LEVEL 3
Site Control

Business logistics systems can include database servers, application 
servers, and file servers.

 

LEVEL 4
IT Systems

Broader set of enterprise IT systems, including connections to the 
public internet.

LEVEL 5
Corporate Network

https://www.missionsecure.com
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Purdue Model Zones
The levels are typically split into three logical zones, with Levels 4 and Level 5 comprising the enterprise zone, which is 
separated from the manufacturing zone (comprising Levels 0 through Level 3) by a demilitarized zone (DMZ). This simple 
model provides a straightforward way to consider which systems need to communicate with each other. It was not 
originally created as a cybersecurity architecture but as the business needs for more data sharing between enterprise 
zone systems and manufacturing zone systems has grown over the years, it has been embraced by security practitioners 
to help build safer networks.

Figure 2: Six Purdue Enterprise Reference Architecture Zones for OT

https://www.missionsecure.com
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Concerns with the 
Purdue Enterprise 
Reference Architecture
It has been clear for some time that the adoption of 
several new technologies has punched some literal, and 
figurative, holes into the Purdue model. A chief goal of 
the model is to throttle or prevent data traffic between 
levels. Typically, data from each layer must pass 
through a firewall/DMZ not just between enterprise and 
manufacturing zones but also before it reaches 
the next layer up or down. A single point of ingress/
egress between layers is not a bug but rather a feature 
in systems with such high safety, reliability, and 
regulatory requirements.

IoT architectures can seriously challenge the Purdue 
model by allowing devices to communicate through an 
IoT gateway or even directly with cloud services. Either 
way, traditional Purdue levels can be bypassed. At a 
minimum, the use of cloud services adds a level to the 
Purdue model above the traditional enterprise zone. For 
IoT users, data clearly no longer lives entirely within the 
enterprise, and the Purdue model can be considered 
outdated in these environments.

Another emerging technology that can stress the 
Purdue model is the use of edge computing devices to 
enable computing and storage operations at the edge 
of traditional networks. See, for example, the Amazon 
Web Services Snow Family of edge devices.

https://www.missionsecure.com
https://aws.amazon.com/snow/
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TOPIC SPOTLIGHT

Is the Purdue 
Model Relevant 
in a World of 
Industrial Internet 
of Things (IIoT) and 
Cloud Services?

OT cybersecurity teams have been working within the Purdue Enterprise Reference Architecture since it was 
created in the mid-1990s. Although not developed as a security model, by mapping the interconnections and 
interdependencies of the high-level components of typical industrial control systems (ICS), the Purdue reference 
architecture has provided important guidance for how to defend OT systems. 

By way of a quick review, the current Purdue architecture models OT and IT into six functional levels that run 
from Level 0 to Level 5 and span three zones. These levels are typically described as creating three logical zones, 
with Levels 4 and Level 5 comprising the enterprise zone, which is separated from the manufacturing zone 
(comprising Levels 0 through Level 3) by a demilitarized zone (DMZ). This hierarchical approach has worked 
extremely well for the last couple of decades to help design OT infrastructure.

The adoption of numerous IT systems into OT environments, however, has raised questions 
about the continued relevance of the ICS Purdue model.

https://www.missionsecure.com
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What Changes are Impacting the Purdue Model?
 
In IIoT deployments, data is not constrained by traditional Purdue hierarchies, and in fact, 
data no longer lives entirely within the enterprise.

 
A wave of new technologies is now challenging this foundational, hierarchical approach to designing and 
operating OT systems. These technologies include Cloud Services and 5G wireless networks. More generally, the 
embrace of numerous IT solutions to enhance traditional OT has created an entire class of solutions typically 
called the Industrial Internet of Things (IIoT). A standard IIoT reference architecture (See Figure 1 for an 
example from Gartner) has three parts.

Figure 1: Gartner IoT Reference Architecture

The Edge includes traditional OT equipment such as sensors and actuators, as well as an IIoT gateway that 
performs a host of tasks such as data filtering, aggregation and storage, and analytics, as well as device 
management, access control, and shared communication to networks and applications.

Is the Purdue Model Relevant in a World of Industrial 
Internet of Things (IIoT) and Cloud Services?

https://www.missionsecure.com
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The (Cloud) Platform is typically a Platform-as-a-Service (PaaS) that aggregates data storage and analytics, event 
processing, process orchestration, network communication, and other functions. 

The Enterprise supports backend applications such as databases and data warehouses, applications services, etc.

This streamlined architecture seriously challenges the Purdue model by bypassing traditional hierarchical levels 
and allowing communication directly from physical devices to cloud services or communication consolidated 
through an IIoT gateway to the Cloud. In IIoT deployments, data is not constrained by traditional Purdue 
hierarchies, and in fact, data no longer lives entirely within the enterprise. The Purdue model can be considered 
outdated in these environments 

Industrial IoT (IIoT) and the Purdue Model
 
Within this new architecture, the IIoT gateway has become a critical security concern 
because a successful attack and compromise of a gateway could open up the entire OT 
infrastructure to attack.

 
OT cybersecurity teams are increasingly being confronted with the need to protect OT environments that include 
IIoT components. In many ways, this is just a continuation of the long-time trend of incorporating IT into OT 
but with IT systems now moving further down the traditional Purdue model architectural stack. Level 3 has 
increasingly become an intermediate layer with both OT and IT components. Within this new architecture, the 
IIoT gateway has become a critical security concern because a successful attack and compromise of a gateway 
could open up the entire OT infrastructure to attack.

In traditional OT environments, there are efforts to recognize how the introduction of IIoT impacts the Purdue 
model, and some organizations have gone to the effort of modifying the traditional Purdue model with IIoT 
components. For example, the European Union Agency for Cybersecurity (ENISA) has proposed a revised 
version of the Purdue model (see Figure 2), that recognizes a Level 3-based Industrial IoT (IIoT) platform, which 
communicates directly with Level 1 IIoT devices. (See Good Practices for Security of the Internet of Things in the 
context of Smart Manufacturing, November 2018).

Is the Purdue Model Relevant in a World of Industrial 
Internet of Things (IIoT) and Cloud Services?

https://www.missionsecure.com
https://www.enisa.europa.eu/publications/good-practices-for-security-of-iot
https://www.enisa.europa.eu/publications/good-practices-for-security-of-iot
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But it should be noted that IIoT proponents are focused on leveraging new technologies to deliver secure 
products and services, and they are not particularly interested in shoehorning their solutions into preexisting 
architectures. For example, the Industrial Internet Consortium’s IIoT (Volume G4): Security Framework runs 
almost 200 pages and never mentions the Purdue model.

The Purdue Model for Cyber Security: 
Final Thoughts 
At the end of the day, OT security teams need to operate in a world where business imperatives drive technology 
investments. A best-case scenario for security teams is to be brought in early enough in the acquisition cycle to 
raise concerns about security implications.

And to a degree, this is as it has always been. Modify or moving away from the Purdue model does not necessarily 
mean moving away from ICS security, but it does mean that cyber security needs to be reconsidered at every level 
and that even levels need to be reconsidered.

Figure 2: Revised Purdue Model from ENISA

Is the Purdue Model Relevant in a World of Industrial 
Internet of Things (IIoT) and Cloud Services?

https://www.missionsecure.com
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Non-Industrial Users of the Purdue Model
Not all IoT users feel the need to rigidly adhere to the Purdue model. This is because many of these users typically have 
far fewer safety, reliability, and regulatory concerns than traditional critical infrastructure providers. While those risks 
may well be lower, recent history has shown that no one is immune to cybersecurity attacks, and systems should always 
be secured with cyber risks in mind.

Figure 3: Modifying the Purdue Reference Model with IIoT and Cloud

Modifying the Purdue Model
There are efforts to modify the Purdue model to support modern IoT devices and cloud services, as mentioned in the 
topic spotlight. The European Union Agency for Cybersecurity (ENISA), for example, has proposed a revised version of 
the Purdue model (See Topic Spotlight). Another example of modifying the Purdue model is shown in Figure 3 where 
the IIoT Zone analyzes and manages all data from the manufacturing and control processes of Level 1 devices and also 
manages communication of manufacturing data into the enterprise zone or to cloud/internet services.

https://www.missionsecure.com
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What are the 
Differences 
in OT and IT 
Cybersecurity?
Comparing 
Risk Assessment 
and Goals
IT and OT cybersecurity differ in fundamental ways, not only because IT and OT systems often require different security 
controls, but also because IT and OT security practitioners have different goals for “securing” their assets and different 
definitions of what “secure” means. This is hardly surprising given that IT is chiefly concerned with digital assets and OT 
is chiefly concerned with physical assets.
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Comparing the IT CIA 
Model with the OT CAIC 
Model of Priorities
The standard for IT cybersecurity is the well-known 
confidentiality, integrity, and availability (CIA) triad. 
Enterprise data is considered proprietary intellectual 
property that is often the crown jewels of an 
organization’s business advantage. Keeping digital 
assets safely under lock and key has therefore been 
the primary objective of IT cybersecurity strategies. 
This is followed by the need to ensure the integrity 
of digital assets. Organizations must not only keep 
their data out of competitors’ hands, but they must 
also ensure that data is not corrupted in any way, 
intentionally or otherwise. Finally, that data needs to 
be available internally to appropriate employees and 
partners, and potentially customers.

Maintaining control of all 
physical assets to ensure their 
safe operation at all times is 
the primary objective of OT 
cybersecurity and overrides all 
other concerns.

The standard for OT cybersecurity, however, 
requires a broader and a re-ordered set of 
priorities, namely control, availability, integrity, 
and confidentiality, or CAIC. Maintaining control 
of all physical assets to ensure their safe 
operation at all times is the primary objective 
of OT cybersecurity and overrides all other 
concerns. If a facility cannot be run safely, then 
it will not be run at all. The next most important 
goal for OT cybersecurity is availability. OT is 
present in all critical infrastructure facilities, 
and critical infrastructure typically needs to be 
available 24/7/365. Integrity is also important, 
particularly to the degree it ensures safety and 
availability. Confidentiality of OT data is far less 
of a concern than it is for IT data.

https://www.missionsecure.com
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In addition to having different priorities and goals as they relate to cybersecurity, the technology used in physical 
systems is often very different from the technology used in information systems. These differences can significantly 
affect not only the cybersecurity posture of the systems but also the means available to secure them. OT systems often 
include legacy equipment that is built to have 30-year operational life cycles. This equipment may well have been 
designed for an era when the entirety of OT was safely air-gapped from the rest of the world.

Figure 4: Comparing the IT CIA Model to the OT CAIC Model of Priorities

The Mythical OT Air Gap
 As IT and OT have increasingly been mingled, and as a true air gap has disappeared in all but the most locked down 
of facilities, OT cybersecurity has had to mature quickly. Interestingly, an air gap is also an extreme example of an old 
IT cybersecurity practice: setting up a firewall on the network perimeter in order to create a hard shell of protection. 
However, even if we assume the perimeter protections are bulletproof, this strategy has flaws. For example, many 
attacks can circumvent a firewall by entering the network through a disk or flash drive already connected to the LAN. 
And a strategy that focuses only on the perimeter leaves no way to detect or block malicious traffic that is inside the 
network. The strategy lacks redundancy and depth. Even in the perfect world of an air-gapped perimeter, this can leave 
systems vulnerable, which will discuss in more detail later in this report.

OT Specific Cybersecurity Controls
Complicating available strategies is the fact that many traditional IT cybersecurity tools cannot be used in OT 
environments. For example, even the simple act of scanning OT devices for vulnerabilities can trigger significant process 
disruptions. Similarly, security patch updates in production environments can be problematic because backup systems 
for patch testing are often unavailable. This is particularly concerning because equipment with known vulnerabilities 
can be operational for decades. Nevertheless, given the concerns about system disruption, there is an understandable 
hesitancy among operational teams to allow changes to their OT environments.

And as we have seen, along with these traditional OT cybersecurity challenges, operational teams must now also 
manage the additional risk of integrating new technologies such as Industrial IoT devices, cloud services, mobile 
industrial devices, and next-generation wireless networking.

https://www.missionsecure.com
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Thinking Like an OT Hacker
A helpful exercise for thinking about both IT and OT cybersecurity is to create a map of the steps an attacker would or 
could take to compromise an OT system. Both Lockheed Martin and MITRE have created such frameworks. Lockheed 
Martin calls its framework the Cyber Kill Chain, and MITRE calls its framework ATT&CK. The Lockheed Martin framework 
is a bit simpler and we will introduce it here. We will take a more detailed look at the MITRE framework in a later section.

Keep in mind that not every attack requires every step in the Cyber Kill Chain, and there may well be some iteration 
in steps as an attack plays out over time. The general phases of an attack as described in the Lockheed Martin 
framework are:

1. Reconnaissance: Research, identification, and selection of targets and attempts to identify 
vulnerabilities in the target network

2. Weaponization: Creation of remote access malware designed to exploit system based on  
identified vulnerabilities

3. Delivery: Transmission of weapon to target, through email attachment, USB, etc.

4. Exploitation: Malware weapon’s code triggered so as to exploit identified vulnerability

5. Installation: Malware installs a remote access Trojan or backdoor that is usable by intruder

6. Command and Control: Malware typically needs to set up a command-and-control channel  
through which it can communicate with intruders

7. Actions on Objective: Intruder is now in position to take action, such as exfiltrate, destroy,  
or corrupt data

Figure 5: The Lockheed Martin Cyber Kill Chain Framework

https://www.missionsecure.com
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Taking Responsibility for OT Cybersecurity
The inherent difficulties in OT cybersecurity, which are compounded by the continuing infiltration of IT into OT systems, 
have significantly complicated how organizations are meeting the challenge of securing OT. A recent McKinsey report 
noted: 

“Many heavy industrials we surveyed could not identify a party responsible for OT cybersecurity. The chief 
information-security officer (CISO) may set policy and develop security standards but often has no responsibility 
for implementing OT cybersecurity in the operations, or for auditing adherence to it. At the same time, many 
operational units have no clear cybersecurity counterpart responsible for deploying, operating, and maintaining 
OT cybersecurity controls at the plant level. Therefore, they often neglect OT cybersecurity.”

McKinsey argues strongly for the creation of a Chief Security Officer who is accountable for both IT and OT cybersecurity. 
This person would consider IT and OT cybersecurity investments as part of broader risk management strategy decisions. 
According to Gartner, one trend that is already underway is to roll up OT cybersecurity under IT cybersecurity teams. By 
2021, Gartner predicts that 70% of OT cybersecurity will be managed directly by CIO, CISO, or CSO departments, up 
from 35% in 2019.

Figure 6: The MITRE ATT&CK Framework
[ Image Source ]
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Who are 
the Main OT 
Cybersecurity 
Threat Actors?
Threats to OT systems can come from a host of threat actors. These actors are typically classified by their motivations 
or their connection to the organizations they attack. For example, a hacktivist might be motivated by the belief that 
a manufacturer has unacceptable environmental practices, while an employee might be motivated by a desire for 
revenge stemming from perceived mistreatment by his employer. Terrorists or nation-states might be motivated by 
a desire to create chaos or to otherwise achieve a political objective. “Script kiddies” are typically just looking for 
notoriety and easy pickings.
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The Problem with a Determined OT Attacker
Historically, OT systems have been beyond the reach (both literally and figuratively) of all but the most persistent 
attackers. We have seen, however, that with enough time and effort, even the most well-protected sites can be 
vulnerable to attack. We have seen that for most organizations the ability to maintain a true air gap for vulnerable 
equipment is increasingly difficult. But it is also important to recognize that even when air gaps are achieved, they are no 
guarantee of security against a determined attacker—as demonstrated by documented attacks. A hard, protective shell 
around assets is clearly a best practice, whether through physical isolation or with firewalls and DMZs, but as we will see 
later in this report when we discuss defense in depth, organizations cannot build a hard protective shell but leave a soft, 
chewy core that has no additional protections.

In addition to intentional threats from hostile governments, terrorist groups, disgruntled employees, and malicious 
intruders, organizations also face unintentional threats, such as those caused by system complexity or accidents, and 
natural threats, such as floods and earthquakes.

A History of OT / ICS 
Cyber Incidents
In late 2018, the Office of Scientific and Technical 
Information within the U. S. Department of Energy 
released a report titled History of Industrial Control 
System Cyber Incidents. The report provided an overview 
of publicly confirmed attacks on ICS systems up until 
December 2018. Attacks began to proliferate around 
2010 with the Stuxnet attack, which the report describes 
as the world’s first publicly known digital weapon.

But the report also provides a tongue-in-cheek example 
of the world’s first cyberattack with a “hack” in 1903 
of the then-new Marconi Wireless system. The incident 
sounds surprisingly modern in many ways. Guglielmo 
Marconi was publicly demonstrating his new long-
distance wireless communication system by transmitting 
more than 300 miles from Poldhu in Cornwall to London. 
Marconi described his system of sending Morse code as 
secure, but before the official demonstration started, 
someone else began to send Morse code messages to 
the London location that mocked and insulted Marconi. 
A few days later, it was discovered that the “hacker” 
had been a music hall magician who wanted to prove 
the system was not secure. The more things change, the 
more they stay the same.

https://www.missionsecure.com
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Documented OT Cyberattacks 
The modern era of attacks on OT really starts with Stuxnet in 2010. There may 
well have been earlier successful attacks either of similar sophistication or that 
caused significant damage to physical infrastructure, but they have not been 
made public or otherwise discovered.

Other notable attacks include:

    Night Dragon (2009/2010)

    Duqu/Flame/Gauss (2011)

    Gas Pipeline Cyber-Intrusion Campaign (2011)

    Shamoon – Saudi Aramco and RasGas (2012)

    Target Stores (2013)

    New York Dam (2013)

    Havex (2013)

    German Steel Mill (2014)

    BlackEnergy (2014)

    Dragonfly/ Energetic Bear (2014)

    Ukraine Power Grid (2015)

    Kemuri Water Company (2016)

    Return of Shamoon (2016)

    Second Attack on the Ukrainian Power Grid (2016)

    CRASHOVERRIDE (2016)

    APT33 (2017)

    NotPetya (2017)

    Dragonfly/Energetic Bear Returns (2017)

    TRITON/Trisis/HatMan (2017)

    Cryptocurrency Mining Malware on European Water Utility (2018)

    Malware Impacting Windows-based OT Assets (2019)

From the cyber-events the world 
has experienced thus far, we 
have discovered the technical 
capabilities of threat actors 
have evolved significantly, and 
that their willingness to cause 
physical damage is startling. 
. . . For critical infrastructure, 
developing the ability to detect 
and recover from a cyber-attack 
is the most important lesson to 
be learned, because protecting 
all systems from any attacker is 
not possible.”

We do not have the room here to explore the details of these attacks, but the reader is encouraged to read the 
previously-mentioned DOE report. We will quote from the authors conclusions: “From the cyber-events the world 
has experienced thus far, we have discovered the technical capabilities of threat actors have evolved significantly, 
and that their willingness to cause physical damage is startling. . . . For critical infrastructure, developing the 
ability to detect and recover from a cyber-attack is the most important lesson to be learned, because protecting 
all systems from any attacker is not possible.” 

https://www.missionsecure.com
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Classifying OT Cyberattacks
Given the various motivations and skill levels of attackers, it is not surprising that the sophistication and severity of 
attacks on OT/ICS systems can vary significantly. Damage to OT systems can also be a result of collateral damage 
to other assets under attack. When investigating attacks, either from the historical record or from within your own 
systems, it is helpful to build a timeline that maps attack events against the Lockheed Martin Cyber Kill Chain 
framework we discussed earlier. Often, you will find that the early stages of attacks were performed well ahead of 
the eventual detection of an attack.

Short of embarking on that level of attack analysis, categorizing attacks based on a few high-level metrics is also 
helpful. The research team at FireEye has developed a useful categorization scheme, which it terms the OT Cyber 
Security Incident Ontology (OT-CSIO).

OT Cyberattacks Follow the Opportunity
Going forward, it is safe to assume that cybersecurity concerns will grow at least as fast as the market grows—and these 
markets are growing extremely fast. According to market research firm Statistica, the global IoT market will reach $1.6 
trillion by 2025. The IIoT market is estimated to reach $110 billion in 2020, according to Morgan Stanley. This is a larger 
market than the traditional OT market, which is expected to reach $40 billion by 2022, according to market research firm 
Markets and Markets. By comparison, the global IT market is expected to reach $4.3 trillion in 2020, according to IDC.

Figure 7: The FireEye Operational Technology Cyber Security Incident Ontology
[ Image Source ]

Attacks on IoT systems can be analyzed in a similar manner. Keep in mind that attacks on IoT devices bring the added 
concern that they might be compromised as part of distributed denial-of-service (DDoS) attacks on other infrastructure. 
In other words, while they have been directly targeted, it is a means to another end.

The methodology classifies attacks  
based on a few metrics: 

 Target: ICS is targeted, or ICS 
coincidentally impacted

 Sophistication: Low/Medium/High
 Impact: Data compromised/data 

stolen/operations degraded/operations 
disrupted/systems destroyed

 Impacted Equipment: Purdue Layer(s)  
of equipment that was affected

https://www.missionsecure.com
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What is 
Defense in 
Depth for OT 
Cybersecurity?
Defense in depth is the strategy of protecting assets through the use of multiple cybersecurity measures. With respect 
to OT cybersecurity, defense in depth will typically encompass a range of tools, technologies, and techniques that are 
applied at all hierarchical and physical infrastructure levels.

As we have seen, strong perimeter protections are necessary but not in themselves sufficient for effective OT 
cybersecurity. A layered approach, or defense in depth, is considered best practice for both IT and OT cybersecurity. 
There are numerous defense-in-depth frameworks available for OT cybersecurity, and in the United States, the 
National Institute of Standards and Technology (NIST) has taken a lead in defining security requirements for critical 
infrastructure providers.
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OT Cybersecurity Objectives
Before we discuss the general cybersecurity controls recommended for OT, it helps to have an understanding of the 
major cybersecurity objectives. NIST recommends the following for ICS implementations (NIST SP-800-82):

 Restricting logical access to the ICS network and network activity
 Restricting physical access to the ICS network and devices
 Protecting individual ICS components from exploitation
 Restricting unauthorized modification of data
 Detecting cybersecurity events and incidents
 Maintaining functionality during adverse conditions
 Restoring the system after an incident

This list should make it clear that to be effective, OT cybersecurity needs to be a component of a broader risk 
management program that includes traditional physical security and disaster recovery. At the same time, it is important 
to tailor actual controls specifically to OT systems. NIST recommends a life cycle approach to OT cybersecurity that 
inserts cybersecurity considerations into planning decisions from design to decommissioning.

Hierarchy of  
Protection Strategies  
for OT Cybersecurity
Defense in depth, therefore, should include design choices 
when considering new OT systems. Cybersecurity should be 
approached like any other risk management process. Take, 
for example, the hierarchy of controls for reducing the risk of 
physical injury in a plant. The ideal solution eliminates the risk 
by removing the hazard or replacing it. In this example, that 
could involve completely changing a manufacturing process 
so that a dangerous piece of machinery is no longer needed. 
Short of that, the hazardous piece of equipment could be 
replaced with safer equipment. If neither of these options are 
available, then adding an engineering control to isolate people 
from the hazard is the next best option. If that is not possible, 
then an administrative control that changes the way people 
work around the machine would be required. And finally, if 
that were not possible, personal protective equipment (PPE) 
could be issued for employees to protect them against a 
known hazard. Applying bolt-on cybersecurity products to 
mediate a known vulnerability in OT systems is the equivalent 
of issuing PPE to your employees. It is a last resort.

https://www.missionsecure.com
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Eliminate the Need for OT Cybersecurity  
Controls Where Possible
There are a host of reasons for why organizations find themselves with no option but to bolt on cybersecurity controls. 
And this is why it is important to begin addressing concerns much further upstream in the design process so that the 
need for security controls becomes less common. What are some examples? At an architectural level, NIST recommends 
(NIST SP 800-82):

 Ensuring that critical components are redundant and are on redundant networks
 Designing critical systems for graceful degradation to prevent catastrophic cascading events
 Implementing a network topology for the ICS that has multiple layers, with the most critical  

communications occurring in the most secure and reliable layer
 Providing logical separation between the corporate and ICS networks
 Employing a DMZ network architecture
 Employing reliable and secure network protocols and services where feasible

 
At the engineering and administrative levels, NIST recommends:

 Restricting physical access to the ICS network and devices
 Using separate authentication mechanisms and credentials for users of the ICS network and the corporate network
 Disabling unused ports and services on ICS devices after testing to assure this will not impact ICS operation
 Restricting ICS user privileges to only those that are required to perform each person’s job
 Applying security techniques such as encryption and/or cryptographic hashes to ICS data storage and 

communications where determined appropriate
 Expeditiously deploying security patches after testing all patches under field conditions on a test system
 Tracking and monitoring audit trails on critical areas of the ICS 

And finally, as a sort of OT cybersecurity PPE, NIST 
recommends a host of security controls such as 
intrusion detection software, antivirus software, 
and file integrity checking software. The universe of 
security controls that can be applied to OT is large 
and diverse. NIST has recommendations for the use 
of dozens of classes of controls (NIST SP 800-53).  
These include:

 Access Control
 Identification and Authentication
 Incident Response
 Media Protection
 Risk Assessment
 Security Assessment and Authorization
 System and Communications Protection
 System and Information Integrity

https://www.missionsecure.com
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final


A Comprehensive Guide to Operational Technology (OT) Cybersecurity 38www.missionsecure.com

Gartner OT 
Cybersecurity Control 
Classifications
Different organizations classify and prioritize 
cybersecurity controls in different ways. For example, 
Gartner tracks high-level OT security categories:

 OT Network Monitoring and Visibility
 OT Network Segmentation
 OT Secure Remote Access
 OT Endpoint Security
 OT Security Services

The depth of controls, of course, is a result of the 
breadth of potential attacks, which include man-in-
the-middle attacks, privilege escalations, spoofing 
attacks, vulnerabilities in protocols, and attacks on 
endpoints, databases, and gateway devices. There 
is clear overlap in the types of attacks targeting IT 
and OT systems, and several important cybersecurity 
controls for IT can also be deployed in protecting OT.

https://www.missionsecure.com
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TOPIC SPOTLIGHT

Simplifying OT 
Cybersecurity:
Efficiently 
Secure Critical 
Infrastructure 
Systems
There is a good reason so many cybersecurity point products emerge in the OT and IT cybersecurity markets. 
They address and, hopefully, alleviate a clear and present danger. Budget gets allocated for solving problems the 
C-suite can understand. The problem with these quick fixes is that they are accretive. Old threats seldom ever go 
away, and they need to be managed like a chronic disease. Pretty soon, the cybersecurity team has two dozen pill 
vials in its medicine drawer and keeping track of each of them and managing the overall health of the organization 
is a serious challenge.

This proliferation of point solutions is common in many organizations and creates serious pain points for 
operations and security teams because each solution can come with its own agents and management console, 
with each introducing possible negative interactions when used in combination on the same infrastructure. Not 
to mention the accumulative effect on the teams tasked with managing these OT security products. There are 
several ways to reduce this accumulating problem. The two most obvious are to consolidate functionality into a 
platform or to offload functionality to a service provider.

Industrial Automation Cyber Security: 
Benefits Of Consolidation
A platform approach to OT cybersecurity solutions can alleviate many of these potential problems by simplifying 
the deployment, management, and maintenance of these products. Platforms can reduce operational fatigue 
on cybersecurity teams and significantly reduce false positives from individual point products. OT cybersecurity 
platforms can also provide the centralized management required to effectively integrate into IT systems such as 
SOCs, ticketing systems, or SIEM Solutions.

https://www.missionsecure.com


TOPIC SPOTLIGHT 40www.missionsecure.com

TOPIC SPOTLIGHT

New threats introduced by new connectivity into the OT environment and integration with enterprise business 
systems have led to a proliferation of available OT cybersecurity solutions. This development is driving the 
introduction of platforms with bundled functionality that manages and delivers core OT cybersecurity.

Types Of Industrial Security: 
Minimum Capabilities
At a minimum, an OT cybersecurity platform should include device detection, communications monitoring, 
network mapping, network segmentation and protection, threat prevention, and unified management. OT 
cybersecurity teams should identify and prioritize the specific goals and map that to platform features.

OT Cybersecurity teams need to:

 Protect assets by restricting unauthorized access to and blocking malicious traffic from reaching OT 
equipment such as controllers and Level 1 devices

 Continuously monitor the IP network IP, along with digital and analog signals

 Enable real-time analysis and incident detection and/or prevention

 Inform trusted operators and cybersecurity professionals through a dedicated communications system

 Gather system data from digital and analog sensors and actuators, controllers, and the OT network for  
real-time analysis and post-attack forensic purposes.

With these capabilities in place, organizations should also have the ability to carry out optional automated 
or operator-guided responses and control system restorations to enable safe operating states and 
continued production. 

While the core responsibility of OT cybersecurity teams remains protecting Level 0 equipment 
and the control systems that touch that equipment, the systems that OT cybersecurity teams 
need to protect will continue to expand.

As operations and engineering teams continue to push for more asset visibility and management support, 
the attack surface of OT will continue to expand. While the core responsibility of OT cybersecurity teams 
remains protecting Level 0 equipment and the control systems that touch that equipment, the systems that OT 
cybersecurity teams need to protect will continue to expand. What this means in practice is that the temptation 
to deploy another stand-alone security control will likely expand as well.

Simplifying OT Cybersecurity: 
Efficiently Secure Critical Infrastructure Systems

https://www.missionsecure.com
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Industrial Cyber Security: Managed Services
Similarly, the use of managed services for OT cybersecurity requirements can significantly simplify internal 
security deployments. The benefits of managed services are well recognized and can also include both reduced 
cost and improved effectiveness.

Reducing complexity is, in fact, a meta-benefit of using 
managed cybersecurity services. Managed services can 
augment the scale and expertise of internal security teams, 
helping monitor operational networks, maintain OT network 
and device protections, identify real-time threats, and 
provide incident response. Managed services teams often 
bring additional depth and breadth of experience to internal 
analysts and can be staffed 24/7/365. Importantly, services 
teams can also more simply introduce advanced analytic 
capabilities, such as threat hunting. This benefit can further 
reduce complexity by allowing OT organizations to avoid or 
postpone hires and technology purchases.

Summary
Cybersecurity teams need to anticipate the need to simplify and unify solutions today. In this regard, OT 
cybersecurity teams should consider the lessons learned by IT security teams as they grappled with similar 
issues over the last decade and quickly moved to platforms. The shortage of qualified cybersecurity personnel 
is a major driver in working to reduce the workload of managing multiple disparate systems.

OT security teams need to proactively work to reduce the complexity of security infrastructure. The shift to 
platforms is overdue in OT cybersecurity, and the drivers for moving away from point solutions will only grow with 
time. As OT cybersecurity further integrates with IT security, the need for a centralized management function 
will become particularly acute. The use of managed services should also be considered as an effective means of 
further reducing complexity.

Simplifying OT Cybersecurity: 
Efficiently Secure Critical Infrastructure Systems
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Recommended OT Cyber Protections
There Gartner recommends leveraging some IT cybersecurity controls at both the network and endpoint layers, in 
addition to deploying cybersecurity controls developed specifically for OT requirements. Traditional cybersecurity 
controls recommended by Gartner for use to protect OT include VPN/firewalls, intrusion detection systems (IDS)/
intrusion prevention systems (IPS), network access control (NAC), and deception/obfuscation tools.

OT cybersecurity products include asset discovery, vulnerability management, unidirectional gateways, and application 
and device control. It should also be noted that some traditional IT security products can be deployed in OT systems if 
used in limited ways. For example, devices such as the IPS might only ever be operated in passive IDS mode. 

The need for a matrix of general-purpose IT security controls mixed with OT-specific controls is a major driver in the 
consolidation of IT security and OT security teams and the associated trend of having the CISO control the budget and 
strategy for both mandates.

Figure 8: Defense in Depth for OT Cybersecurity

https://www.missionsecure.com
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What are 
the Leading 
OT Cybersecurity 
Regulations and 
Frameworks?
In the United States, where there are no industry-wide federal regulations for OT cybersecurity, the NIST 
recommendations for OT cybersecurity are broadly acknowledged as important and useful because they were 
created to protect the most demanding critical infrastructure environments. They are not, however, the only 
important guidelines, and many other jurisdictions, including UK, EU, China, Japan, and Australia, have their own 
regulations and/or recommended frameworks.
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U.S. Critical 
Infrastructure Sectors
The Cybersecurity and Infrastructure Security Agency 
Act of 2018 created a new federal agency to lead U.S. 
Government efforts to protect critical infrastructure from 
cybersecurity and other threats. The Cybersecurity and 
Infrastructure Security Agency (CISA) is particularly 
concerned with protecting the 16 sectors of the 
economy that the U.S. Government designates as critical 
infrastructure: Chemicals Sector, Commercial Facilities 
Sector, Communications Sector, Critical Manufacturing 
Sector, Dams Sector, Defense Industrial Base Sector, 
Emergency Services Sector, Food and Agriculture Sector, 
Government Facilities Sector, Healthcare and Public Health 
Sector, Information Technology Sector, Nuclear Reactors 
Sector, Materials and Waste Sector, Transportation 
Systems Sector, Waste and Wastewater Systems Sector. 
CISA is still a young agency, but it is already offering 
industry guidance on topics such as Cybersecurity Best 
Practices for Industrial Control Systems.

Post-911 Response 
Efforts to secure critical infrastructure in the 
U.S. took on a new urgency after September 
11, 2001. Homeland Security Presidential 
Directive 7 was issued in 2003 and led to the 
development of the National Infrastructure 
Protection Plan, which was first released in 
2006. Efforts to improve the security of critical 
infrastructure have been supported across 
several administrations, and in February 2013, 
Executive Order (EO) 13636 was issued on 
Improving Critical Infrastructure Cybersecurity. 
The EO was issued with Presidential Policy 
Directive-21 (PPD-21): Critical Infrastructure 
Security and Resilience. The NIST Cybersecurity 
Framework that was released in February 2014 
was a response to EO 13636.

Figure 9: Cybersecurity & Infrastructure Security 
Agency (CISA) Critical Infrastructure Sectors 

[ Image Source ]
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No Comprehensive Federal Regulation in U.S.
There is surprising little federal regulation in the U.S. for cybersecurity. No comprehensive legislation exists, and 
industry-specific laws are, for the most part, focused on data privacy. Privacy-focused laws include the Health Insurance 
Portability and Accountability Act (HIPAA), which protects sensitive patient information, and the Gramm-Leach-Bliley 
Act, which applies to financial services companies. 

Vertical-Specific 
OT Cybersecurity 
Frameworks
Several critical infrastructure sectors have frameworks that 
are tailored to their requirements. For example, the not-
for-profit corporation North American Electric Reliability 
Corporation enforces the Critical Infrastructure Protection 
(CIP) standards (NERC CIP) for North American electricity 
infrastructure. In 2009, the U.S. Nuclear Regulatory 
Commission (NRC) revised its security requirements for 
nuclear power plants. In response, the industry developed 
the Cyber Security Plan for Nuclear Power Reactors 
(NEI 08-09), which the NRC approved in 2010. And the 
American Water Works Association (AWWA) has created a 
Cybersecurity Guidance and Assessment Tool.

NIST has also begun creating profiles that provide industry-
specific implementation details for its Cybersecurity 
Framework and has currently released profiles for process-
based and discrete-based manufacturing.

International Frameworks
Outside the United States, the details differ but the goals and strategies are similar. The European Union enacted its NIS 
Directive on the security of network and information systems (Directive (EU) 2016/1148) in 2016, which included critical 
infrastructure components. The European Union Agency for Cybersecurity (ENISA) published a December 2017 report, 
Mapping of OES Security Requirements to Specific Sectors, that provides sector-by-sector guidance. In May 2020, the EU 
adopted a new cybersecurity strategy, which among other things, calls for a review of the NIS Directive and a proposal 
for additional measures on the protection of critical infrastructure.

The Australian Government has also taken a comprehensive approach to critical infrastructure protection. In 2018, the 
Security of Critical Infrastructure Act 2018 became law. The Australian Government’s Critical Infrastructure Centre (CIC) 
has created a CIC Compliance Strategy document that outlines both the obligations of critical infrastructure owners/
operators as well as the key elements of the CIC’s recommendations for compliance with Australian law.
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Cross Industry Cybersecurity Frameworks
The International Society of Automation (ISA) has created a broadly applicable Industrial Automation and Control 
Systems (IACS) security framework. ISA-99, the standards development committee, includes and collaborates with 
industrial cybersecurity experts internationally, and their original work (ANSI/ISA-99) and ongoing development is  
being used by the International Electrotechnical Commission (IEC) to produce the ISA/IEC-62443 standard series.

The Industrial Internet Consortium has developed The 
Industrial Internet Security Framework (IISF), which is a 
cross-industry-focused cybersecurity framework for IIoT. 
The understanding that the widespread adoption of IoT 
technology is considerably increasing risk is driving a 
global effort for cybersecurity strategies that address 
these concerns.

The Cloud Security Alliance (CSA) has also developed a 
cross-industry IoT Security Controls Framework, and the 
IoT Security Foundation has created its own IoT Security 
Compliance Framework.

NIST has created a testbed for IoT and cyber-physical 
systems and has published numerous guidance documents 
on topics including cyber-physical systems/IoT for smart 
cities, and cybersecurity for smart grid systems and smart 
manufacturing systems.

The Global System for Mobile Communications 
Association (GSMA) is a global association of mobile 
network operators that has also created IoT security 
guidelines for its members and partners. These include: 
IoT Security Guidelines for Network Operators, IoT Security 
Guidelines for Endpoint Ecosystem, and IoT Security 
Guidelines for Service Ecosystem.

Critical Cybersecurity Controls
As a starting point, readers should consider examining the Center for Internet Security’s Critical Security Controls. 
The CIS Controls were first developed in 2008 to assist organizations in prioritizing their security efforts. The 20 
Controls are designed to provide a starting point for security investments and have been mapped to several of the 
OT and IoT frameworks discussed in this report. CIS has also developed companion guides for implementing the 
controls in both ICS and IoT environments. The CIS Controls ICS Companion Guide was published in 2018, and the 
CIS Controls Internet of Things Companion Guide was published in 2019.
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TOP

What are OT 
Cybersecurity 
Best Practices 
Recommendations?
The good news for OT cybersecurity practitioners is that there is a significant and sustained global effort to figure 
out how to better protect deployed OT. These endeavors are being performed by both public and private entities and 
informed by successful defenses against real-world attacks. A consensus is forming around best practices and critical 
controls that provide OT cybersecurity teams with a strong foundation for hardening systems.

In the United States, 85 – 90% of the federal designated critical infrastructure is privately owned and operated. It is 
up to these private actors to keep their infrastructure operational. As we have seen, OT cybersecurity is an important 
consideration when assessing risk in operations. Historically, critical infrastructure providers have been leaders in 
implementing holistic risk management frameworks, such as ISO 31000:2018, and OT cybersecurity should be a 
mandatory component in all OT risk calculations.
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Figure 10: Eight OT Cybersecurity Best Practices to Consider

1. Integration into Risk 
Management Strategy 
Requires Clear Chain 
of Command in OT 
Cybersecurity
Implementation of an OT security strategy that is 
fully-funded and that works with, not against, broader 
safety and reliability efforts requires a clear chain of 
command with defined authority and responsibility. A 
Chief Security Officer (CSO) should have responsibility 
for both IT security and OT security and should report 
directly to the Chief Operations Officer (COO); this 
will help to protect security budgets and operational 
authority. The goal is to have OT security competently 
represented in the C-suite of every organization and 
to create recognition that OT security is a topic that 
increasingly warrants board-level discussion.

In general, the industry seems to be moving in this direction. 70% of OT organizations report that they intend to make 
the CISO responsible for OT cybersecurity within the next year—currently at just 9% according to the SANS 2019 State 
of OT/ICS Cybersecurity Survey.

70% of OT organizations 
report that they intend to make 
the CISO responsible for OT 
cybersecurity within the next 
year—currently at just 9%

Eight OT Cybersecurity Best Practices To Consider
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2. Cross-Functional 
Teams are Key
NIST recommends building a cross-functional OT 
cybersecurity team that, at a minimum, consists 
of a control engineer, a control system operator, a 
network and system security expert, a member of the 
management staff, a member of the physical security 
department, and a member from the organization’s IT 
staff. Understanding potential impacts on systems due 
to OT cybersecurity related activity is absolutely critical 
and will benefit from the input of operational staff.

3. CISA Recommended 
Practices
Earlier, we introduced the CISA Recommended 
Cybersecurity Practices and CIS Critical Security 
Controls. Both are good starting points for  
organizations seeking to achieve a security baseline. 
CISA recommends ten high-level best practices:

 Check, prioritize, test, and implement ICS  
security patches

 Back-up system data and configurations
 Identify, minimize, and secure all network 

connections to ICS
 Continually monitor and assess the security of ICS, 

networks, and interconnections
 Disable unnecessary services, ports, and protocols
 Enable available security features and implement 

robust configuration management practices
 Leverage both application whitelisting and  

antivirus software
 Provide ICS cybersecurity training for all operators 

and administrators
 Maintain and test an incident response plan
 Implement a risk-based, defense-in-depth 

approach to securing ICS hosts and networks.

https://www.missionsecure.com
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4. NCSC Design Principles
For organizations that are taking a ground-up approach, CISA suggests the UK National Cyber Security Centre’s (NCSC) 
Design Principles and Operational Technology. The following is an outline of the NCSC design principles:

1. Establish the context before designing a system: In other words, determine the elements in the 
system so that defensive measures will have no blind spots.
a. Build “attack trees” or Cyber Kill Chain models of how systems would need to be attacked
b. Group systems into zones to better understand the impact of theoretical compromise. The 

Purdue model is suggested.
c. Map and understand vulnerabilities at zone boundaries
d. Agree on network design and documentation

2. Make compromise difficult: Attackers can only target devices and systems they can reach.
a. Any data coming from a lower trust zone is potentially dangerous
b. Enforce a one-way flow of data
c. Reduce the attack surface
d. Implement crucial security controls in stages to gain confidence. For example, initially running 

an IPS in detection mode only.

3. Make disruption difficult: Design a system that is resilient against denial-of-service attacks and 
usage spikes.

4. Make compromise detection easier: Design systems so that suspicious activity is easy to spot
a. Log collection
b. Malware detection
c. Mask detection techniques to hide them from attackers
d. Keep authorized communications simple to make unauthorized communications easier to detect
e. Understand all required use cases for access to control systems and decrease attack surface

5. Reduce impact of compromise: Make lateral movement in a network as difficult as possible.
a. Remove unnecessary functionality from systems at boundaries
b. Design, architect, and configure administrative systems, such as Active Directory, to reduce 

attack surface
c. Enforce separation of duties
d. Treat all design documentation as confidential
e. Plan for a smooth recovery

https://www.missionsecure.com
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5. CIS Critical 
Security Controls
The generic set of CIS 20 Controls provide a good baseline for 
cybersecurity and can be tailored to ICS and IoT environments. 
The controls are grouped into Basic, Foundational, and 
Organizational categories and are as follows:

 CIS Control #1: Inventory and Control of Hardware Assets
 CIS Control #2: Inventory and Control of Software Assets
 CIS Control #3: Continuous Vulnerability Assessment  

and Remediation
 CIS Control #4: Controlled Use of Administrative Privileges
 CIS Control #5: Secure Configuration for Hardware and  

Software on Mobile Devices, Laptops, Workstations  
and Servers

 CIS Control #6: Maintenance, Monitoring, and Analysis  
of Audit Logs

 CIS Control #7: Email and Web Browser Protections
 CIS Control #8: Malware Defenses
 CIS Control #9: Limitation and Control of Network Ports, 

Protocols, and Services
 CIS Control #10: Data Recovery Capability
 CIS Control #11: Secure Configuration for Network Devices
 CIS Control #12: Boundary Defense
 CIS Control #13: Data Protection
 CIS Control #14: Controlled Access
 CIS Control #15: Wireless Access Control
 CIS Control #16: Account Monitoring and Control
 CIS Control #17: Security Skills Assessment & Training
 CIS Control #18: Application Software Security
 CIS Control #19: Incident Response and Management
 CIS Control #20: Penetration Tests and Red Team Exercises

Readers are referred to the Implementation Guides for ICS or 
IoT for information on applying CIS recommendations to ICS or 
IoT environments.

https://www.missionsecure.com
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6. Applying Gartner’s Adaptive Security Model 
to OT Cybersecurity
It is often said that cybersecurity is a process. It should also be continuous and adaptive, and Gartner has created an 
Adaptive Security Architecture (ASA) that embraces this idea. While traditional IT cybersecurity focused chiefly on  
threat detection and prevention, the ASA model adds prediction and response to create a continuous cycle.  
The model’s four stages can be defined as:

1. Predict – assess risks and anticipate attacks, implement baseline security hygiene.

2. Prevent – harden and isolate systems where possible.

3. Respond – investigate incidents, determine root cause, patch vulnerabilities.

4. Detect – prioritize risks, detect and contain incidents.

This approach is useful and should be considered along with the idea of an attack life cycle, introduced earlier and 
popularized in the models from MITRE (ATT&CK) and Lockheed Martin (Cyber Kill Chain). By more fully understanding 
earlier indicators of attack, prediction becomes easier, which better informs strategy and eases the burden of other  
steps in the cycle.

7. OT Cyber Threat Awareness
Finally, another important best practice for recognizing threats early on is to participate in cyber threat awareness 
programs, such as the U.S. Department of Homeland Security’s ICS-CERT and the Industrial Control System Information 
Sharing and Analysis Center ICS-ISAC. Understanding current threats that target ICS/OT systems is particularly helpful  
in prioritizing efforts. 

8. OT Cybersecurity and COVID-19
The COVID-19 pandemic has caused a significant and perhaps long-lasting shift in how and where people work. 
Work-from-home policies have become mandatory in many locations and the use of remote access and digital 
communications (Zoom call, anyone?) has increased. Keeping workers healthy is especially important when those 
workers are essential personnel. CISA has released a guidance document, CISA Insights: Risk Management for Novel 
Coronavirus (COVID-19), which advises organizations take the following steps: 

 Ensure VPNs and other remote access systems are fully patched
 Enhance system monitoring to receive early detection and alerts on abnormal activity
 Implement multi-factor authentication
 Ensure all machines have properly configured firewalls as well as anti-malware and intrusion prevention  

software installed.
 Test remote access solutions capacity or increase capacity
 Ensure continuity of operations plans or business continuity plans are up to date
 Increase awareness of information technology support mechanisms for employees who work remotely
 Update incident response plans to consider workforce changes in a distributed environment

https://www.missionsecure.com
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TOP

What 
are Ten OT 
Cybersecurity 
Trends to Watch?
The biggest trend in the OT and IoT markets is growth. This growth is driven by the confluence of emerging and 
maturing technologies that enable a much broader adoption of visibility and control systems. This adoption is in turn 
is driving the accelerated integration of OT and IT, which raises a host of cybersecurity questions that will likely take 
another decade to fully address.
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Attacks will 
Continue to Rise
The easiest prediction to make about ICS, OT, and IoT 
security is that things will surely get worse before they 
get better. The 2020 IBM X-Force Threat Intelligence 
Index reports that attacks on OT systems jumped 
2000% year over year in 2019. According to the report, 
“Threat actors continue to shift their sights to attack 
vectors including IoT, OT and connected industrial and 
medical systems.” And a lack of alignment between IT 
security and OT security efforts is currently hindering 
the ability to fully protect OT systems, according to a 
Ponemon Institute survey conducted in 2020. That 
survey of more than 2,000 cybersecurity practitioners 
reported that “Sixty-three percent of respondents 
say OT and IT security risk management efforts are 
not coordinated making it difficult to achieve a strong 
security posture in the OT environment.”

The 2020 IBM X-Force Threat 
Intelligence Index reports that 
attacks on OT systems jumped 
2000% year over year in 2019. 
According to the report, ‘Threat 
actors continue to shift their 
sights to attack vectors including 
IoT, OT and connected industrial 
and medical systems.’”

Ten OT Cybersecurity Trends to Watch

Figure 11: 
Ten OT Cybersecurity 

Trends to Watch
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1. IoT Market Growth, Growth, Growth
Another easy prediction is the continued growth of the IoT market. A 2019 forecast from International Data Corporation 
(IDC) estimates that by 2025 there will be 41.6 billion connected IoT devices generating 79.4 zettabytes (ZB) of data. 
This tremendous growth is both driving and being driven by technology trends at every level of the IoT stack, which 
includes devices, connectivity, platforms or cloud, and applications. The speed at which IoT advancements are driving 
changes in more traditional OT environments is quite astonishing.

Figure 12: The Growth in Enterprise-Connected IoT 
[ Image Source ]

A major positive trend in the device market is the continuing improvements, in both price and performance, of sensor 
technology. The broader adoption of connected sensors will further drive the development of sensor applications. 
Moreover, improved mobile connectivity made possible with the adoption of 5G will enable new applications, including 
augmented and virtual reality. And 5G is coming fast. According to a 2020 Business Insider survey, 39% of respondents 
are already planning to support 5G as part of their IoT projects before 2021.

2. The Impact and Adoption of the Cloud
Cloud is another technology that is proving itself in IoT environments but will increasingly be leveraged by OT systems. 
We expect advanced applications for managing SCADA systems, for example, to be adopted, driven by efficiency gains, 
cost reduction, and increased reliability. SCADA as a service will be positioned as providing redundancy and improving 
uptime. Demonstrating security will of course be key to rapid adoption.

https://www.missionsecure.com
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3. OT Cybersecurity 
Benefits from AI 
and Big Data
Applications will increasingly take advantage of 
long-established trends, such as the 100x increase 
in computing power over the last 15 years, as well 
as newer trends, such as big data, and advances in 
artificial intelligence (AI) and machine learning (ML). 
The continued adoption of connected devices and 
consolidation of sensor data will drive continued 
investment in AI, ML, simulation, and predictive 
maintenance.

These advances are also helping to further 
manufacturing technologies in areas such as industrial 
robotics and 3D printing. It is not an overstatement to 
say we have entered the fourth Industrial Revolution, 
which makes it no surprise then that IoT security 
spending is growing rapidly. Gartner projects that 
worldwide IoT security spending will reach $3.1 billion 
in 2021.

4. OT Cybersecurity 
and Risk Management 
Services
One of the fastest-growing segments in the OT space is 
risk management services. And yet, according to a Bloor 
Research report, in 2018, 81% of businesses still did 
not have an OT-specific security incident response plan 
in place. Many organizations will have to rely on external 
services to accelerate these efforts. This is becoming 
more critical as the need for unified incident response 
drives the ongoing consolidation and cross-fertilization 
between IT and OT security teams into consolidated 
security operations centers.

https://www.missionsecure.com
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5. Cybersecurity Teams 
Need to Review All 
Technology Purchases
The introduction of new technologies requires 
complete visibility and early buy-in across the 
organization. Many organizations have established 
architecture review committees to fully vet 
new technologies, or modifications to existing 
technologies, being introduced into OT or IT 
environments. Risk management practices should 
include an information risk management component 
that addresses strategy, compliance, and reporting. 
 
 

6. The Purdue Model will Continue to Evolve
The continuing convergence of IT and OT will raise more questions about the relevance of the Purdue model. There is 
not a business technology today that isn’t in use in industrial control systems. And while this has killed the network 
representation aspects of the traditional Purdue architecture, the model is still relevant with respect to how the 
components of OT should interoperate to create the desired operational functionality. That need for understanding 
interoperability was why the model’s hierarchy was developed in the first place. So, the Purdue model will continue to 
add value with respect to building taxonomy and classification between system elements.
 
For example, by mapping operational functionality relationships, the model can identify potential attack targets 
and attack paths. Going forward, it will be more useful to use the model to understand operational functionality 
interrelationships and to build security around those relationships, as opposed to focusing on traditional Purdue layers. 
This will be especially true as IIoT devices continue to find their way into OT systems and as control functions move up 
and out into the cloud.

7. The Zero Trust Model will Increasingly 
be Embraced in OT Cybersecurity
The concept of a zero-trust architecture assumes that even data traveling inside the network is suspect. Zero trust 
means that no communications have assumed trust. The assumption is that traffic is suspect until proven otherwise. The 
difference between whitelisting and blacklisting is another good example of how to reduce trust. The former practice 
blocks traffic unless it is on an approved list, the latter allows traffic unless it is on a block list. It’s a completely different 
mindset with respect to trust. Whitelisting is, in fact, another OT security best practice.

https://www.missionsecure.com
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TOPIC SPOTLIGHT

Industrial 
Cybersecurity: 
Applying Zero 
Trust and CARTA 
to Operational 
Technology (OT)
The integration of IT and OT is a well-established trend, driven by the business benefits that typically come with 
richer real-time information sharing, analysis, and response. While the cybersecurity concerns of this integration 
are numerous and potentially significant, the horse has left the barn, so to speak, and cybersecurity teams need 
to respond strategically across infrastructure domains.

This integration of technology is driving an associated integration of IT and OT cybersecurity teams and a 
consolidation of responsibility for strategy. An interesting byproduct of that consolidation is the application of 
best practice IT cybersecurity models in OT environments. Two that have been gaining traction over the last 
several years are Forrester’s Zero Trust model and Gartner’s Continuous Adaptive Risk and Trust Assessment 
(CARTA).

What is Zero Trust in OT Networks

 
As the name implies, Zero Trust is based on the simple premise that there is no such thing as a 
trusted source. This means that cybersecurity teams need to assume that there are attackers 
present both inside and outside of their networks and therefore treat all traffic as suspect.

https://www.missionsecure.com
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TOPIC SPOTLIGHT

Industrial Cybersecurity: 
Applying Zero Trust and CARTA to Operational Technology (OT)

Zero Trust security is the older of the two strategies and currently has greater market awareness, but there is 
actually a sizable amount of overlap between the approaches, which demonstrates a growing consensus on best 
practice approaches to securing IT and OT infrastructure and data. As the name implies, Zero Trust security 
is based on the simple premise that there is no such thing as a trusted source. This means that cybersecurity 
teams need to assume that there are attackers present both inside and outside of their networks and therefore 
treat all traffic as suspect. This, in turn, suggests that no communications should be allowed until each party is 
properly authenticated and authorized.

The Zero Trust security concept has expanded over the years from its early focus chiefly on micro-segmentation 
of networks. Network segmentation, of course, isn’t new. Security teams have used firewalls, access control lists 
(ACL), and virtual local area networks (VLAN) for network segmentation for years. Micro-segmentation differs 
in several ways. While traditional segmentation was chiefly concerned with controlling north/south traffic (e.g., 
in and out of a data center), micro-segmentation is chiefly concerned with segmenting traffic moving east/west 
(e.g., between applications in a data center).

Figure 1: One Example of Micro-Segmentation or Process Segmentation in OT Environments

https://www.missionsecure.com
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TOPIC SPOTLIGHT

Industrial Cybersecurity: 
Applying Zero Trust and CARTA to Operational Technology (OT)

The term Software Defined Perimeter was introduced in 2016 in a Gartner research paper, and its utility in 
enabling Zero Trust network access was recognized. The Cloud Security Alliance (CSA) recently released a 
white paper titled Software-Defined Perimeter (SDP) and Zero Trust, which makes the case that Software 
Defined Perimeter is, in fact, the most advanced implementation of a Zero Trust strategy. SDP can also be 
used effectively to enable micro-segmentation.

The CSA calls out the following three requirements for implementing SDP:

 Separating the control plane where trust is established from the data plane where actual data is transferred.

 Hiding the infrastructure (e.g., blackening the servers) using a dynamic deny-all firewall (not deny-all, allow 
exceptions) — the point where all unauthorized packets are dropped for logging and analyzing traffic.

 Using single packet authorization to authenticate and authorize users and validate devices for access to 
protected services — least privilege is implicit in this protocol.

OT cybersecurity teams need to cloak all assets by providing no public IP addresses or open ports willing 
to accept connections. Authentication and authorization need to be completed prior to network connection 
acceptance, and access controls should take into consideration the current security posture of devices before 
granting access. After approval, connections should be monitored, analyzed, and audited.

This Zero Trust/SDP model requires the adoption of a least 
privilege access strategy that assigns access permissions to 
users, applications, and data based on specific and defined 
need. Secure access is enforced regardless of where (e.g., 
inside or outside the LAN) access is requested, and access 
controls are fine-grained and revocable. It is also important 
that all access control activity is logged and audited with the 
ability to generate alerts automatically.

https://www.missionsecure.com
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TOPIC SPOTLIGHT

Industrial Cybersecurity: 
Applying Zero Trust and CARTA to Operational Technology (OT)

Continuous Adaptive Risk and Trust Assessment 
(CARTA) in OT Networks
The Continuous Adaptive Risk and Trust Assessment (CARTA) strategy takes an even broader view of security 
than Zero Trust or SDN. But CARTA overlaps with Zero Trust in several important ways. Gartner sees Zero Trust 
as a necessary but not sufficient step in achieving CARTA. As described by Gartner, the Continuous Adaptive Risk 
and Trust Assessment (CARTA) Imperatives are as follows:

Imperative No. 1: Deploy Context-Aware, Adaptive and Programmable Security Platforms

Imperative No. 2: Continuously Discover, Monitor, Assess, and Prioritize Risk — Proactively and Reactively

Imperative No. 3: Perform Risk and Trust Assessments Early in Digital Business Initiatives

Imperative No. 4: Instrument Infrastructure for Comprehensive, Full Stack Risk Visibility, Including 
Sensitive Data Handling

Imperative No. 5: Use Analytics, AI, Automation and Orchestration to Speed the Time to Detect and 
Respond, and to Scale Limited Resources

Imperative No. 6: Architect Security as an Integrated, Adaptive Programmable System, Not in Silos

Imperative No. 7: Put Continuous Data-Driven Risk Decision Making and Risk Ownership into Business 
Units and Product Owners

Several of these imperatives clearly overlap with Zero Trust, particularly Imperative No. 3. In practice, both 
strategies demand:

 100% endpoint discovery, visibility, and control

 Posture assessment and remediation or blocking of physical and virtual devices

 Ability to manage agentless IoT devices and cyber-physical OT systems

 Micro-segmentation to limit lateral movement through networks and contain breaches

 Continuous monitoring, assessment, and remediation of operational and cybersecurity risk
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Industrial Cybersecurity: 
Applying Zero Trust and CARTA to Operational Technology (OT)

Getting Started – Implementing OT 
Micro-Segmentation as a First Step

Micro-segmentation can be effectively achieved with more traditional technologies and 
should always be considered a best practice in implementing a Zero Trust strategy.

OT cybersecurity teams should embrace the maturing Zero Trust network strategy and focus on enabling 
a Software Defined Perimeter as a means of achieving that goal. Fully implementing SDP, however, should 
be viewed as a long-term objective. Micro-segmentation can be effectively achieved with more traditional 
technologies and should always be considered a best practice in implementing a Zero Trust strategy.

That said, the fine-grained access controls that are supported with Software Defined Perimeter will enable the 
use cases that are driving continued IT and OT integration, such as per workload access controls in virtualized 
data centers and cloud applications. SDP can be viewed as the first steps in a broader embrace of a CARTA 
strategy, but they are significant undertakings in their own right.
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8. Red Team 
Deployments  
will Increase
As we discussed earlier, penetration tests 
and red team exercises are a CIS Control best 
practice. CIS recommends the use of third-party 
specialists and recommends that organizations 
“consider conducting regular non-intrusive 
security assessments with the assistance of 
third-parties to identify a greater diversity of 
vulnerabilities and attack vectors that can be 
used to breach security of ICS systems.” The 
use of third-party experts would also be prudent 
given the concern of operational disruption 
during investigations. As organizations mature 
their OT cybersecurity strategies and evolve into 
more proactive defense, penetration testing, and 
red team exercises will take a more prominent 
role in determining security posture.

Some carriers have become 
skittish regarding potential 
payouts for physical damage 
resulting from cyber-attacks, and 
we suspect stand-alone policies 
will become more standard as 
cyber protections are viewed and 
priced as unique offerings, and as 
exclusions are explicitly written 
into more traditional policies with 
respect to cyber losses.”

9. Cybersecurity 
Insurance
The use of insurance policies to hedge cyber risk will 
grow. The market will continue to evolve however as 
insurance carriers move away from bundling cyber 
insurance with more traditional coverages, such as 
property and general liability. Some carriers have 
become skittish regarding potential payouts for 
physical damage resulting from cyber-attacks, and 
we suspect stand-alone policies will become more 
standard as cyber protections are viewed and priced 
as unique offerings, and as exclusions are explicitly 
written into more traditional policies with respect to 
cyber losses.
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10. Expanding IoT 
Security Regulations
One important trend that has emerged is governments 
attempting to get ahead of cybersecurity concerns 
related to IoT. California became the first state to 
have an IoT cybersecurity law when SB-327 went 
into effect on January 1, 2020. The law requires the 
manufacturer of any device that connects “directly 
or indirectly” to the internet equip the device out-
of-the-box with “reasonable” cybersecurity features 
designed to prevent unauthorized access, modification, 
or information disclosure. California tends to be a 
bellwether state for privacy and security laws, and we 
expect other states to follow its lead.

NIST is also contributing with guidance on what 
baseline cybersecurity should be built into IoT devices. 
In May 2020, the agency published Foundational 
Cybersecurity Activities for IoT Device Manufacturers, 
a report that describes “recommended activities 
related to cybersecurity that manufacturers should 
consider performing before their IoT devices are sold to 
customers.”

It is possible that federal legislation related to IoT 
that passed the Senate in 2020 may become law. 
The Developing Innovation and Growing the Internet 
of Things Act, or the DIGIT Act, is designed chiefly 
to identify and eliminate any federal inhibitors to 
continued growth in IoT, but it also addresses potential 
privacy, security, and safety issues associated with the 
technology. A recent KPMG report, After the Rainfall of 
IoT Regulations, notes IoT security regulation efforts in 
China, Japan, Australia, Canada, Brazil, the UK, and the 
EU, in addition to the United States..

https://www.missionsecure.com
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     NIST Internet of Things (IoT)
• Cyber-Physical Systems and Internet of Things Foundations
• Cyber-Physical Systems/Internet of Things Testbed
• Cyber-Physical Systems/Internet of Things for Smart Cities
• Cybersecurity for Smart Grid Systems
• Cybersecurity for Smart Manufacturing Systems 

     NIST Industrial Control Systems (ICS)
• NIST SP 800-82 Guide to Industrial Control Systems Security
• NIST SP 800-53 Revision 4, Security and Privacy Controls for Federal Information Systems  

and Organizations 

     U.S. Foundational Cybersecurity Resources
• U.S. CISA National Infrastructure Protection Plan (NIPP)
• NIST Cybersecurity Framework Documents
• Developing Innovation and Growing the Internet of Things Act (DIGIT Act)
• U.S. Department of Energy History of Industrial Control System Cyber Incidents 

     International Cybersecurity Resources
• Australian Government Critical Infrastructure Centre (CIC)
• Australian CIC Compliance Strategy
• EU Network and Information Security (NIS) directive
• European Union Agency for Cybersecurity (ENISA) Mapping of OES Security Requirements to  

Specific Sectors
• Industrie 4.0
• UK National Cyber Security Centre (NCSC) OT Security Design Principles

     Cross-Industry Cybersecurity Resources
• ISO 31000:2018 Risk Management
• The SANS Institute Secure Architecture for Industrial Control Systems
• Operational Technology Cybersecurity Alliance (OTCSA)
• Industrial Internet Consortium IIoT
• ISA-95 Enterprise Control System Integration
• ISA/IEC 62443 Industrial Automation and Control Systems Security
• Cloud Security Alliance (CSA) IoT Security Controls Framework
• IoT Security Foundation IoT Security Compliance Framework
• The International Society of Automation Global Cybersecurity Alliance (ISAGCA)
• ENISA Good Practices for Security of Internet of Things in the context of Smart Manufacturing 
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https://www.cisa.gov/national-infrastructure-protection-plan
https://www.nist.gov/cyberframework/framework
https://www.congress.gov/bill/116th-congress/senate-bill/1611
https://www.osti.gov/biblio/1505628-history-industrial-control-system-cyber-incidents
https://cicentre.gov.au/infrastructure
https://cicentre.gov.au/document/P10S011
https://www.enisa.europa.eu/topics/nis-directive
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https://www.sans.org/reading-room/whitepapers/ICS/secure-architecture-industrial-control-systems-36327
https://otcsalliance.org/resources/
https://www.iiconsortium.org/IISF.htm
https://www.isa.org/standards-and-publications/isa-standards/isa-standards-committees/isa95
https://gca.isa.org/blog/download-the-new-guide-to-the-isa/iec-62443-cybersecurity-standards
https://cloudsecurityalliance.org/artifacts/iot-security-controls-framework
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https://www.iotsecurityfoundation.org/best-practice-guidelines/
https://isaautomation.isa.org/cybersecurity-alliance/
https://www.enisa.europa.eu/publications/good-practices-for-security-of-iot


A Comprehensive Guide to Operational Technology (OT) Cybersecurity 67www.missionsecure.com

     Industry-Specific 
       Cybersecurity Resources

• NERC CIP Standards
• Cyber Security Plan for Nuclear Power 

Reactor NEI 08-09
• The International Maritime Organization’s 

(IMO) Resolution MSC.428(98) 

     Best Practice Security Controls
• U.S. CISA Cybersecurity Best Practices for 

Industrial Control Systems
• CIS Controls ICS Companion Guide
• CIS Controls IoT Companion Guide 

     Cyber threat awareness
• U.S. Cybersecurity and Infrastructure 

Security Agency (CISA)
• ICS-ISAC 

     Threat Frameworks
• MITRE ATT&CK for Industrial  

Control Systems
• Lockheed Martin Kill Chain: Website
• Lockheed Martin Kill Chain: White Paper 

     IoT Cloud Service Providers
• Alibaba IoT Cloud
• AWS IoT
• Google Cloud IoT
• IBM Watson IoT Platform
• Microsoft Azure IoT Hub 

     IoT Platform Providers
• AT&T M2X
• Bosch IoT Suite
• Cisco Kinetic
• Deutsche Telekom Cloud of Things (CoT)
• GE Digital Predix
• Huawei OceanConnect
• Oracle IoT Cloud
• PTC ThingWorx
• SAP Leonardo IoT
• Schneider Electric EcoStruxure
• Siemens MindSphere
• Software AG Cumolocity
• Verizon ThingSpace 

     Global System for Mobile 
        Communications
        Association (GSMA)

• IoT Security Guidelines
• IoT Security Self-Assessment
• IoT Security Guidelines for  

Network Operators
• IoT Security Guidelines for  

Endpoint Ecosystem
• IoT Security Guidelines for  

Service Ecosystem
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https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/Resolution%20MSC.428(98).pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/Resolution%20MSC.428(98).pdf
https://www.cisa.gov/publication/cybersecurity-best-practices-for-industrial-control-systems
https://www.cisa.gov/publication/cybersecurity-best-practices-for-industrial-control-systems
https://www.cisecurity.org/white-papers/cis-controls-implementation-guide-for-industrial-control-systems/
https://www.cisecurity.org/white-papers/cis-controls-internet-of-things-companion-guide/
https://www.us-cert.gov/ics
https://www.us-cert.gov/ics
http://ics-isac.org/
https://collaborate.mitre.org/attackics/index.php/Main_Page
https://collaborate.mitre.org/attackics/index.php/Main_Page
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf
https://www.alibabacloud.com/solutions/IoT
https://aws.amazon.com/iot/
https://cloud.google.com/solutions/iot/
https://www.ibm.com/cloud/watson-iot-platform
https://azure.microsoft.com/en-gb/services/iot-hub/#overview
https://about.att.com/story/m2x_data_service_for_enterprise_developers.html
https://www.bosch-iot-suite.com/capabilities-bosch-iot-suite/
https://www.cisco.com/c/en/us/solutions/internet-of-things/iot-kinetic.html
https://iot.telekom.com/en/solutions/platform
https://www.ge.com/digital/iiot-platform
https://www.huawei.com/en/about-huawei/publications/communicate/84/ocean-connect-cloud-iot
https://www.oracle.com/internet-of-things/
https://www.ptc.com/en/products/iiot/thingworx-platform
https://www.sap.com/products/intelligent-technologies/iot.html
https://www.se.com/us/en/work/campaign/innovation/overview.jsp
https://new.siemens.com/global/en/products/software/mindsphere.html
https://www.softwareag.cloud/site/product/cumulocity-iot.html#/
https://thingspace.verizon.com/
http://www.gsma.com/connectedliving/future-iot-networks/iot-security-guidelines/
https://www.gsma.com/iot/iot-security-assessment/
http://www.gsma.com/connectedliving/iot-security-guidelines-for-network-operators/
http://www.gsma.com/connectedliving/iot-security-guidelines-for-network-operators/
http://www.gsma.com/connectedliving/iot-security-guidelines-for-endpoint-ecosystem/
http://www.gsma.com/connectedliving/iot-security-guidelines-for-endpoint-ecosystem/
http://www.gsma.com/connectedliving/iot-security-guidelines-for-iot-service-ecosystem/
http://www.gsma.com/connectedliving/iot-security-guidelines-for-iot-service-ecosystem/
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Mission Secure is setting a new standard in OT 
cyber-protection stopping OT cyber threats head-on. 
The Mission Secure Platform backed by 24/7 Managed 
Services is the first to seamlessly integrate OT 
visibility, segmentation, protection, threat hunting, 
and incident response, delivering military strength, 
industrial grade OT protection. With Mission Secure, 
defense, critical infrastructure, and process industry 
customers keep critical operations up and running and 
safe from harm.

Mission Secure
Stop OT Cyber Threats Head-On


	Table of Contents
	What is Operational Technology (OT) Cybersecurity?
	Building a Business Case for OT Cybersecurity
	TS: How to Jump-Start the Cyber Insurance Market to Drive Better  OT Security
	What is  the Purdue Enterprise Reference Architecture?
	TS: Is the Purdue Model Relevant  in a World of (IIoT) and Cloud Services?
	What are the Differences  in OT and IT Cybersecurity? Comparing  Risk Assessment  and Goals
	Who Are  the Main OT Cybersecurity  Threat Actors?
	What is  Defense in  Depth for OT Cybersecurity?
	TS: Simplifying OT Cybersecurity: Efficiently Secure Critical Infrastructure Systems
	What are  the Leading  OT Cybersecurity Regulations and Frameworks?
	What Are OT Cybersecurity Best Practices Recommendations?
	What  are 10 OT Cybersecurity  Trends to Watch?
	TS: Industrial Cybersecurity: Applying Zero Trust and CARTA to Operational Technology (OT)
	OT  Cybersecurity Resources

