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The Data Health Check is a snapshot 
of the world of IT, Cyber Security 
and Resilience.

The COVID-19 crisis spans each of 
those categories and more. It is the 
greatest continuity incident of  
our lifetime.

We’ve been running the Data Health 
Check since 2008 and this year the 
survey took place just after the UK 
went into lockdown. As such, we were 
able to get a picture of preparations 
and response at that crucial time.

Although some of our findings reveal 
shortcomings in Business Continuity 
Planning and remote working 
practices, I would highly commend 
the way organisations responded. 
Governments and businesses moved 
quickly to adapt and continue 
operations through the lockdown. 
There are countless lessons to be 
learned but we should be proud of 
the displays of flexibility, ingenuity, 
patience and community.

Running this survey over many years 
allows us to track long term trends. 

One such trend is Cyber. Each year, 
the outlook has been a little bleaker 
with cyber attacks affecting more 
organisations, causing downtime and 
data loss. This year however, we are 
at last starting to turn the tide. The 
years of hard work scaling up Cyber 
defences is paying dividends.

Throughout this report, we will 
compare our 2020 cyber results with 
those from 2017. 2017 was the year of 
Wannacry and NotPetya. It was the 
year these attacks hit the headlines 
and demanded attention from the 
top of organisations. There was a 
realisation that organisations were 
losing the battle and simply weren’t 
capable of protecting themselves 
adequately.

The only option was to hire the 
right people, invest in training and 
development and get better at it. That 
would never be a simple change from 
one year to the next, but between 
2017 and 2020 it’s clear what impact it 
has made.

Introduction

Peter Groucutt 
Managing Director
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Pandemic preparedness
Prior to the Coronavirus outbreak,  
did your organisation have a plan  
for pandemic response?

We’ve been impressed by the 
growth in Business Continuity Plans 
over the last five years, but this crisis 
has revealed a profound gap in that 
process for many organisations.

Do you have a 
Business Continuity 
Plan? 

2016 20182017 2019 2020

61%

54%53% 53%52%

Yes, and it is  
up to date 

The most striking response we found this year  
was that two thirds of organisations surveyed  
said they did not have a plan for infectious disease 
pandemic, despite 61% claiming to have an up to date 
Business Continuity Plan.

66%
said "No"
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The impact of COVID-19
How has Coronavirus affected your business?
The impact of Coronavirus has been fast and severe. Half of organisations reported Loss of revenue as a consequence. 
Reduced hours, Pay cuts, Redundancy and staff furlough were also reported. It should be repeated that this survey took 
place in late March and early April 2020 so it is likely that these actions have increased further since then.

Staff 
redundancies

Reduced hours 
for staff

Staff  
pay cuts

Loss of  
revenue

50% 43% 13%24%
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During the Coronavirus 
outbreak, did any of  
your customers 
go bust?

During the Coronavirus 
outbreak, did any of your 
suppliers  
go bust?

Continuity and the supply-chain
How did you deal with your suppliers 
during the Coronavirus outbreak?
The effect of Coronavirus was wide-reaching. It hit operations, 
customers and the supply-chain at the same time. A third  
of respondents saw a supplier cease trading altogether  
and 35% had customers go bust.

Request detail about 
their preparedness

Speak to alternative 
suppliers

Check on inventory 
or ability to serve

Nothing

29%

22%

24%

40%

33%
"Yes"

35%
“Yes”
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Preparations for future pandemics?
How confident are you about your organisation’s ability to cope 
with a future pandemic?

"Not 
confident"

42% were Somewhat confident 
and 45% either Very or  
Extremely confident.

Despite two thirds of respondents not having 
a plan to deal with a pandemic, the vast 
majority are confident about their ability  
to cope in future.

Only 14% of organisations surveyed weren’t 
confident about their ability to cope with  
a future pandemic.
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The causes of data loss
What were the causes of any data loss over the last 12 months? 
For as long as we have been running the Data Health Check, the two chief causes of data loss are always Hardware 
Failure and Human Error. They fluctuate a little, but there is no trend up or down.

Cyber causes however have been trending upwards every year. That changed in 2020. This is the first year we have 
seen Cyber Attack decrease as a cause of data loss. A Cyber Attack does not necessitate a loss of data if it can be 
adequately defended or data restored from backups. This is the first sign of organisations finally starting to get a handle 
on the cyber threat.

40%

2014 2016 20192015 20182017 2020

20%

30%

10%

Hardware 
failure

Cyber 
attack

Human 
error



IT Disaster Recovery Plans
Within your Business Continuity Plan, do you have a specific  
IT Disaster Recovery Plan?

85% of respondents now have 
an IT Disaster Recovery Plan 
within their Business Continuity 
Plan. This is an increase from 
76% in 2017.

85%
"Yes"
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201920182017 2020

47%
50%

43%

65%

Testing and exercising
Have you tested your Disaster Recovery in the last 12 months?

Testing and exercising is 
critical to good resilience. 

Firstly, the only way to be 
certain that systems truly can 
be recovered within agreed 
timeframes is by testing them. 

Secondly, the process of 
exercising has value in itself. 
Practising those actions 
develops a kind of muscle-
memory. That way, when  
you need to recover in 
anger, you’re not doing it  
for the first time.

11

"Yes"



201920182017 2020

68% 69%

59%

Testing against cyber threats
Have you tested your Disaster Recovery process specifically against 
cyber threats?

Here’s another good 
indicator of turning the tide 
on cyber.

In 2017 we started asking 
if organisations who have 
tested their DR plans, were 
specifically testing their 
Disaster Recovery against 
cyber threats.

Now, 77% of organisations 
are, up from 59%. 

More organisations are 
testing their DR and more are 
testing against cyber. It’s this 
proactivity that we need to 
improve our defence against 
cyber threats.

77%

12

"Yes"
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The causes of IT Downtime
What was the biggest cause of IT downtime for your organisation 
in the last 12 months?

2016 201920182017 2020

20%

30%

10%

Connectivity 
issues

Cyber 
attack

Hardware 
failure

Cloud 
outages

Natural 
disaster / 
Extreme 
weather or 
flooding*

*This year, we changed the name of the category from “Natural disaster” to “Extreme weather or flooding”. We try not to make changes to maintain consistency in the survey but we 
did here to support the #NoNaturalDisasters campaign. Hazards may be natural but the term Natural disaster misleads people to think the devastating results are inevitable, out of our 
control and are simply part of a natural process. Find out more here: https://www.nonaturaldisasters.com 

Although Cyber incidents decreased this year 
as a cause of data loss, it continued to increase 
as a cause of downtime. Proactive incident 
management may prevent data loss, but at the 
cost of downtime, it seems.

The two most interesting causes of downtime 
this year are Cloud outages and Connectivity 
issues. With large swathes of the workforce 
working remotely in lockdown, the risk landscape 
has changed. Following a reduction of two 
successive years, Connectivity issues grew last 
year and downtime due to Cloud outages is the 
highest we have ever recorded.
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2017

2020

53%

Cyber skills
Do you have sufficient Cyber Security skills to deal with the current  
threat landscape?

"Yes"

64%

Here is the most explicit 
indicator that organisations 
are getting a handle on the 
cyber threat. Since 2017, 
there has been an increase 
of over 10 percentage points 
in those who feel they have 
the skills to deal with the 
threat landscape. 

That still leaves 36% who 
don’t feel adequately skilled, 
but the battle can’t be won 
overnight. It takes training, 
time and investment to make 
that change. 

Which takes us to…

15
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Cyber budgets
Has your IT security budget increased in the last 12 months?

And here is the foundation 
of that change. Since 
2017, there has been a 
steady growth in increasing 
or maintaining IT security 
budgets. 

The only way to turn the 
tide was to hire the right 
people, invest in training and 
development and get better 
at it. That was never going to 
be a quick fix between one 
year and the next, but from 
2017 to 2020 it’s clear what 
impact it has made.

2017 20192018 2020

82%

79%

73%

86%

"Increased or stayed the same"
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Assessing your cloud computing risks
Have you evaluated your continuity risks for cloud services 
compared with on-premises IT?

18

"Yes"

46%

31%

2016 2020

Throughout the the 2010s there was a rush to 
cloud computing. It was the panacea that 
promised to solve every IT problem. When the 
hype subsided, we had a real picture of both the 
benefits and the limitations of cloud computing. 

In 2016, less than a third had evaluated the risks. 
Five years on, and although there’s been a big 
improvement, still less than half of organisations 
have evaluated cloud-specific continuity risks.
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Cloud computing recovery
Do you add any additional backup or recovery capabilities for your  
cloud services?

"Yes"

66%

28%

2016 2020

Of course, evaluating your risks 
is just the first stage. If you find 
unacceptable risk, you need to do 
something about it. You can add 
additional backups for cloud data.

 In 2016, that was something only 
28% of organisations actually did. 
Five years on, and now two thirds of 
organisations put in place additional 
backups (within the same cloud, to 
another cloud provider or back to on-
premises systems).
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Remote access methods and devices
Although the majority of organisations can allow remote access to some degree, the methods of accessing applications 
are far from standard. 14% are forced to use applications locally and later transfer data. It’s a method that does work in 
a pinch but it’s more of a work-around than by-design. Our experience says that these manual processes are the ones 
most likely to go wrong and cause more pain later. 

During the Coronavirus lockdown, 
could staff working from home 
access all systems?

When staff work from home, 
how do they access corporate 
systems?

All 
systems

A limited number of systems

Couldn’t 
access 
systems 
remotely

I don’t know
SaaS accessed 
over the internet

Virtual 
desktops

VPN to desktop in the office

Other

Local 
applications 
and data 
transferred 
to corporate 
systems later.

58%
32%

7%

3%

7%

14%

34%
21%

25%



Remote access and devices
When staff work remotely, who owns the device they use?

The other variable in remote working 
is the device itself. Over half of 
organisations use personally owned 
devices for some or all employees.

 From a security perspective, 
company ownership is the simplest 
to manage but many organisations 
didn’t have devices for every 
employee and weren’t able to source 
enough at the time of lockdown. 

All devices owned 
by staff

A mix of 
company 
and 
personally 
owned 
devices

No laptops 
or remote 
devices used

All work must 
be done on 
company-owned 
devices

45%

22%

29%

4%
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Working remotely
What proportion of staff are able to work remotely?

6%

16% 16%

21% 22%
20%

None Less than 
25%

More than 
50%

More than 
25%

More than 
75%

All

During the lockdown, 
some jobs simply couldn’t 
continue. Hospitality and 
bricks-and-mortar retail 
couldn’t operate at all. 
Office based jobs often 
could continue with minimal 
change. 

58% of organisations could 
keep over half of their staff 
able to work remotely.

22
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New phone  
system

Video conference 
systems

Cloud storage 
for file data

Cloud  
productivity  

(such as O365)

Emergency 
communications 

systems

Collaboration 
systems 
(such as 
Teams or 
Slack)

20%5% 9% 7%8% 3%

New products
Did you source any new products or services to help your organisation 
respond to Coronavirus?
In the rush to get staff working remotely, organisations quickly sourced new systems but how easy is it to buy and deploy in 
a time of crisis?
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Same 
as usual

Less 
sign-off 
required

Slower 
than 
usual

Fewer 
internal 
parties 
involved 

(2%) Faster than 
usual

More 
internal 
parties 
involved

Procurement
What was your procurement process like for these purchases?

36% 39% 18% 11%21%

Buying these solutions was faster, with less red-tape but with more parties 
involved in the process.



Broadband 
reliability

Mobile 
hotspot 

reliability
None

Plans for 
replacing 

faulty laptops 
for staff 

working from 
home

Remote continuity
What continuity challenges have you assessed for staff working from home?

Maintaining Business 
Continuity for a remote 
workforce is a different 
challenge to an office. 

In an office, control is 
centralised. If there’s an issue 
with internet connectivity 
or if something goes wrong 
with a desktop, your IT team 
fix it quickly. A remote team 
spreads your risk. There are 
more things that can go 
wrong, but a vastly reduced 
impact if they do.

34% 20% 24% 32%
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In any other year, the improvements in 
Cyber Security would be the biggest 
take-away from the survey. 

It’s a trend we’ve been keeping a 
close eye on. Not only were cyber 
threats growing each year, but the rate 
of increase was growing too. This year, 
that trend slowed and, in some cases, 
reversed. 

But that doesn’t mean the war has 
been won. We’ve long considered 
cyber security to be an arms-race 
between businesses and criminals. The 
criminals moved first and businesses 
have been playing catch-up ever 
since. We might have closed the gap 
now but if we don’t keep up our pace 
we’ll soon fall behind.

The improvements have come from 
sustained investment and effort and the 
only way to maintain these gains is to 
keep going. So keep going.

But that’s not the front-page story this 
year. 2020 will forever be the year the 
world was changed by COVID-19. 
The timing of the Data Health Check 
makes it a fascinating snapshot of the 
world at the beginning of lockdown. I 
look forward to comparing these results 
next year. I predict dramatic changes 
in remote working and continuity 
practices. 

Conclusion

26
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1. What best describes your business sector?
Banking & Finance 10.75%
Charity & NGO 1.50%
Construction & Property 6.50%
Consumer Goods 1.75%
Education 8.00%
Engineering 2.75%
Health 3.00%
Industrial 0.50%
Legal 2.50%
Leisure 1.50%
Manufacturing 7.25%
Media & Marketing 1.50%
Natural Resources 0.75%
Pharmaceuticals 0.00%
Professional Services 8.50%
Public Sector 2.75%
Retail 10.25%
Technology 20.00%
Telecommunications 1.75%
Transport 2.50%
Utilities 1.00%
Other (please specify) 5.00%

2. What is your position within the business
Corporate / Board-level 
responsible for IT 24.25%

Director-level responsible for IT 19.75%
IT Manager 33.25%
IT Technical Specialist 14.00%
IT Consultant 8.75%

3. How many employees does your company 
have?
< 25 26.00%
25-49 5.75%
50-99 6.25%
100-249 12.00%
250-499 11.00%
500-999 10.00%
1000-4999 14.50%
5000+ 14.50%

4. How many employees in your IT 
department?
< 5 30.75%
05-10 11.50%
11-15 13.50%
16-30 17.00%
31-100 12.50%
100+ 14.75%

5. Where is your UK head office located?
North East 3.00%
North West 8.00%
Yorkshire and The Humber 9.00%
East Midlands 6.00%
West Midlands 9.00%
East of England 6.00%
London 28.00%
South East 14.00%
South West 8.50%
Scotland 4.75%
Wales 2.50%
Northern Ireland 1.25%
We do not have a UK head office 0.00%

6. What is your annual turnover?
< £5m 30.50%
£5 - 9.9m 7.00%
£10 - 24.9m 7.75%
£25 - 49.9m 8.50%
£50 - 99.9m 11.50%
£100 - 249.9m 7.50%
£250 - 499.9m 6.75%
£500 - 999.9m 8.75%
> £1bn 11.75%

7. What were the causes of any data loss 
over the last 12 months?
Hardware failure 25.00%
Software failure 24.50%
Data corruption 24.00%
Human error 31.75%
Internal security breach (member of staff) 10.25%
Cyber-attack 13.25%
Extreme weather or flooding 4.25%
Theft 4.25%
None 41.25%
Other (please specify) 0.00%

8. How frequenty do you restore data from 
backups?
Daily 21.91%
More than once per week 16.88%
More than once per month 20.91%
More than once per year 12.34%
Less than once per year 18.89%
I don't know 9.07%

9. How often do you carry out backup restore 
tests?
Monthly 39.35%
Quarterly 25.06%
Twice per year 11.03%
Annually 8.77%
Never tested 15.79%

10. Do you have a Business Continuity Plan?
Yes, and it is up to date 60.50%
Yes, but it is not up to date 17.25%
No, but we will within the next 12 months 4.50%
No, and we don’t intend to implement 
one within the next 12 months 12.75%

I don’t know 5.00%

11. Within your Business Continuity Plan, 
do you have a specific IT disaster recovery 
plan?
Yes 85.21%
No, but we are planning to write 
one in the next 12 months 11.58%

No, and we have no intention of 
writing one 2.25%

I don’t know 0.96%

12. Have you tested any elements of your 
disaster recovery process in the last 12 
months?
Yes 55.75%
No, but we are planning to within 
the next 12 months 19.25%
No, and we’re not planning to 17.75%
I don’t know 7.25%

13. Have you tested your disaster recovery 
process specifically against cyber threats?
Yes 76.68%
No, but we are planning on 
making it the focus of our next test 17.49%

No, and we’re not planning to 2.24%
I don’t know 3.59%

14. What was the biggest cause of IT 
downtime for your organisation in the last 12 
months?
Extreme weather or flooding 5.75%
Hardware failure 20.00%
Cyber incident 12.75%
Upgrades/patches 13.50%
Cloud outages 7.25%
Connectivity issues 16.75%
I don’t know 4.25%
We didn't experience any 
downtime in the last 12 months 19.25%

Other (please specify) 0.50%

15. In total, how much unplanned IT 
downtime did your organisation experience 
in the last 12 months?
No downtime 24.25%
0 - 2 hours 14.00%
2 - 4 hours 19.50%
4 - 8 hours 19.25%
8 - 12 hours 8.75%
12 - 24 hours 7.25%
More than 24 hours 7.00%

16. If you experience an IT outage, what 
is the average cost per hour of downtime 
(including factors like lost revenue, reputational 
damage, etc.)?
Zero 19.25%
Less than £5,000 18.25%
£5,000 - £10,000 11.75%
£10,000 - £50,000 9.75%
£50,000 - £100,000 8.50%
£100,000 - £500,000 5.75%
£500,000 - £1,000,000 2.25%
More than £1,000,000 1.25%
I don’t know 23.25%

17. How confident are you in your current 
disaster recovery plan?
Very confident 37.25%
Fairly confident 51.75%
I have concerns 8.25%
Not confident at all 2.75%

18. How long do you think your organisation 
could survive without its crucial IT systems 
(i.e. what is your maximum tolerable period of 
disruption)?
Less than 30 minutes 2.50%
Less than 1 hour 5.75%
Less than 4 hours 11.50%
Less than 8 hours 9.00%
Less than 12 hours 9.50%
Less than 1 day 11.00%
Less than 2 day 10.25%
Less than 3 days 8.00%
Less than 1 week 10.75%
Less than 2 weeks 3.50%
Less than 1 months 5.25%
I don’t know 13.00%
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19. What is your biggest worry in a disaster?
Reputational damage 16.28%
Loss of revenue 23.41%
Loss of sales opportunities 7.63%
Customer dissatisfaction 13.99%
Regulatory penalties 10.18%
Employee dissatisfaction 3.82%
Lost productivity 13.74%
I don’t know 4.83%
None 4.33%
Other (please specify) 1.78%

20. Have you been impacted by any cyber 
threats in the last 12 months?
Yes, on one occasion 25.00%
Yes, on multiple occasions 8.25%
No 66.75%

21. Which of the following cyber threats have 
you been affected by in the last year? 
Virus 39.85%
Spyware 33.83%
Ransomware 32.33%
Adware 18.05%
KeyLogger 12.03%
Bots 14.29%
DDOS 15.04%
Phishing 21.80%
Spear Phishing 11.28%
Nation State Attack 9.77%
Social Engineering 10.53%
I don’t know 4.51%
None 0.00%
Other (please specify) 0.00%

22. Do you feel like you’ve got sufficient cyber 
security skills in your team to deal with the 
current threat landscape?
Yes 64.00%
No but we are actively trying to improve the 
level of cyber security skills we have in-house 26.50%

No and we are not planning to invest in 
improving these skills in-house 9.50%

23. Has your IT security budget increased 
within the last 12 months?
Yes, our IT security budget has increased 40.25%
No, our IT security budget has stayed the 
same 45.50%

No, our IT security budget has decreased 4.50%
I don’t know 9.75%

24. Have you evaluated your continuity risks for 
cloud services compared with on-premise IT?
Yes 45.50%
No, but we’re planning to in the next 12 
months 21.25%

No, and we’re not planning to in the next 
12 months 14.50%

I don’t know 8.75%
We don't use any cloud services 10.00%

25. Do you put in any backup or recovery 
capabilities for any cloud services beyond 
the standard default options?
Yes - Within the same cloud 25.25%
Yes - Back to on-premise 30.00%
Yes - To another cloud provider 11.00%
No - We don't back them up 18.50%
I don’t know 13.00%
Other (please specify) 2.25%

26. Prior to the Coronavirus outbreak in 2020, 
did your organisation have a plan for how 
it would respond to an infectious disease 
pandemic?
Yes 26.63%
No 65.58%
I don't know 7.79%

27. How has coronavirus affected your 
business?
Loss of revenue 49.62%
Staff pay cuts 23.31%
Reduced hours for staff 42.86%
Staff redundancies 12.28%
None of the above 19.05%
Other (please specify) 4.51%

28. When managing the Coronavirus 
outbreak for your organisation, how did you 
deal with your suppliers?
Request detail about their coronavirus 
preparedness 29.11%

Check on inventory or ability to serve you 40.25%
Speak to alternative suppliers 21.77%
Nothing 23.80%
I don't know 12.66%
Other (please specify) 0.25%

29. During the Coronavirus lockdown, could 
staff working from home access all systems?
Staff could access all systems as usual 58.08%
Staff could access a limited number 
of systems 32.07%

Staff couldn't access systems remotely 7.32%
I don’t know 2.53%

30. Did you source any new products or 
services to help your organisation respond to 
Coronavirus?
New phone system 4.77%
Video conference systems 20.10%
Emergency communications systems 8.79%
Cloud storage for file data 8.29%
Collaboration systems (such as Teams or 
Slack) 6.53%

Cloud based productivity (such as Office 
365 or G Suite) 3.27%

None 44.22%
I don't know 3.52%
Other (please specify) 0.50%

31. When you purchased these systems, was 
your procurement process:
Same as usual 36.36%
Less sign-off required 20.57%
Faster than usual 39.23%
Slower than usual 17.70%
More internal parties involved 11.48%
Fewer internal parties involved 2.39%
I don't know 1.44%

32. What continuity challenges have you 
assessed for staff working from home?
Yes - reviewed staff broadband reliability 33.84%
Yes - reviewd mobile hotspot reliability 19.95%
Yes - We have plans for how to replace 
faulty laptops or hardware for staff working 
from home

23.99%

No 31.57%
I don't know 6.31%
Other (please specify) 1.52%

33. In the event of a business continuity 
incident, where can staff work?
Alternative site (owned or leased by the 
organisation) 23.99%

Work Area Recovery site (provided by a 
Disaster Recovery supplier) 21.21%

Working from home 68.69%
Staff not able to work outside primary 
workplace 9.34%

Other (please specify) 0.76%

34. Do you perform Health and Safety 
assessments for home offices for staff working 
remotely?
Yes - all staff (including those who would only 
work from home during a disaster) 20.56%

Yes - all staff who work from home regularly 20.30%
Yes - some staff 11.17%
No 43.15%
I don't know 4.82%

35. When staff work from home, how do they 
access corporate systems?
All systems delivered via SaaS and accessed 
by the internet 24.81%

A virtual desktop environment 20.80%
Staff use a VPN to log into their own desktop 
in the office 34.34%

Staff use applications and data locally on a 
laptop or desktop and later transfer data to 
corporate systems

13.53%

Other (please specify) 6.52%

36. When staff work remotely, who owns the 
device they use?
All work must be done on company-owned 
devices 44.95%

All devices owned by staff 21.97%
A mix of company and personally owned 
devices 28.79%

No laptops or remote devices used 4.29%

37. What proportion of staff are able to work 
remotely?
None 5.51%
Less than 25% 15.79%
More than 25% 20.80%
More than 50% 16.04%
More than 75% 22.31%
All 19.55%

38. During the Coronavirus outbreak, did any 
of your suppliers go bust/cease trading?
Yes - many 6.80%
Yes - some 20.40%
Yes - one 5.54%
No 42.32%
I don't know 24.94%

39. During the Coronavirus outbreak, did any 
of your customers go bust/cease trading?
Yes - many 6.87%
Yes - some 21.63%
Yes - one 6.36%
No 40.71%
I don't know 24.43%

40. How confidentÂ are you about your 
organisation’s ability to cope with a future 
pandemic?
Extremely confident 15.19%
Very confident 29.87%
Somewhat confident 41.77%
Not so confident 10.63%
Not at all confident 2.53%
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